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 Carnivore-An FBI Packet Sniffer


CHAPTER 1
GENERAL OVERVIEW
1.1. Definition

A Packet sniffer is a program that car record all network packets that travel past a given network interface, on a given computer, on a network. It can he used to troubleshoot network problems as well as to extract sensitive information such as credentials from unencrypted login Sessions.

Carnivore is a very specialized network analyzer or sniffer which runs as an application program on a normal personal computer under the Microsoft Windows operating system. It works by sniffing’ the proper portions of network packets and copying and storing those packets which match a finely defined filter set programmed in conformity with the court order. This filter set can be extremely complex, and this provides the FBI with an ability to collect transmissions which comply with pen register court orders, trap & trace court orders, Title III interception orders, etc. 

It is important to distinguish now what is meant by sniffing. The problem of discriminating between Users’ messages on the Internet is a Complex 
one. However, this is exactly what Carnivore does. It does NOT search through the contents of every message and collect those that contain certain key words like ‘bomb’ or “drugs’. It selects messages based on criteria expressly set out in the court order. For example, messages transmitted to or from a particular account or to or from a particular user. If the device is placed at some point on the network where it cannot discriminate messages as set out by the court order, it simply lets all such messages pass by unrecorded. 

Carnivore is a computer system developed by the FBI that can be connected to an ISP network and remotely accessed by a dial-up link. It can be configured to intercept and record digital communications. The senate recently approved the use of the Carnivore system to, investigate terrorism through the Patriot Act

The new system, which operates on off the shelf personal computers, takes advantage of one of the fundamental principles of the Internet: that virtually all such communications are broken up into ‘packets’ or uniform chunks of data. Computers on the Internet break up e-mail messages, World Wide Web site traffic and other information into pieces and route the packets across the global network, where they are reassembled on the other end.

FBI programmers devised a packet sniffer system that can analyze data flowing through computer networks to determine whether it is part of an e-mail message or some other piece of Web traffic.

The ability to distinguish between packets allows law enforcement officials to tailor their searches so that, for example, they can examine e-mail but leave alone suspects online shopping activities. The system could he tuned to do as little as monitoring how many e-mail messages the suspect sends and to whom they are addressed--the equivalent of a telephone “pen register”,  which takes down telephone numbers being called without grabbing the content of those calls. 

CHAPTER 2
CARNIVORE - AN FBI PACKET SNIFFER
2.1
FBI Description of Carnivore

The FBI has been reluctant to disclose many details about the Carnivore spy tool which has been in use since early 2000, hut what is known is this:

· Carnivore is a combination of hardware and software, which can ‘sniff (read or scan) all electronic packets that are sent to and from the ISP (internet Service Provider) where it is installed.

· With this info, Carnivore can, theoretically

· Read all incoming and outgoing e-mails, including sender, recipient(s), message and body;

· Monitor the web—surfing and downloading habits of all the ISPs customers, including web searches for information or people;

·  Monitor and/or read all other electronic activity for that ISP- including instant messages (such as with ICQ), person-to-person file transfers, web publishing. FTP, Telnet, newsgroups, online purchases, and anything else that is routed trough that ISP.



Criminals, including terrorists, regularly use electronic communications in order to execute their plans. The FBI contends that the ability to conduct electronic surveillance has become central to its law enforcement duties: over the past 13 veal-s electronic surveillance has helped to secure the convictions of more than 25,600 felons. The rationale for designing Carnivore is that many ISPs lack the ability to identify the messages of a particular subscriber while excluding the messages of all others.

The FBI claims that Carnivore provides “enhanced privacy protection” by intercepting only the specific communications allowed by a court order.  Carnivore “does NOT search through the contents of every message and collect those that contain certain key words like ‘bomb’ or ‘drugs’.  Before the passage of the Patriot Act, Carnivore was legally employable only when targeted at a specific individual under suspicion, under direction of a court order, and with cooperation of the ISP.

2.2
What Carnivore Could Do

That’s what Carnivore can do when installed at a single ISP.

But what happens if Carnivore goes unchecked, and gets installed at most or all ISP’s? All that would take is for the FBI to justify one Carnivore-based investigation at each ISP’. This could happen within a Year or two if left unchecked Let’s look at what it could mean if Carnivore, and the FBI, were installed at all ISP’s in the US:

The biggest threat would he the FBI’s new ability to mandate Internet law. One of the great powers of the Internet is the fact that it exists beyond the control of any one person or agency. Almost all efforts to introduce Internet legislation has either been defeated or postponed, usually because enforcement is found to be impractical. Also, any activity that the US might try to prohibit can still be conducted in another country with different laws, and, through the internet, can still he accessed by Americans.



The Communications Decency Act (basically a censorship law) provoked such a massive e-protest that it was largely abandoned. Internet gambling, online auctions and music sharing have all largely avoided regulation, because lawmakers know that if you ban it in one place on the Net, it will just show up somewhere else.

Carnivore could change all that. With Carnivore installed at all U S. ISPs, the F B I could (for example):

· Ban any language or content found to be objectionable by interception, deletion, or alteration.

· Monitor the country’s communications, and target any person who was found or suspected to be a “problem “? The judge of whom or what is a ‘problem’? The FBI.

· Invoke mandatory standards for web sites, such as a rating system (like with movies), or lowering security standards (like prohibiting encrypted messages and Secure private web sites).

· Shut down or shut off the communications of any one person, website, company or ISP. As columnist Robert Cringely put it. They could ‘Shut the Internet down”.

Many people would like to believe the best about our Government, and assume that they wouldn’t do such a thing. But most of the efforts by the U.S. Government to control the Internet have failed, not because they didn’t want to make the law, but because the nature of the Internet (free and fluid) wouldn’t allow it.


Carnivore will change that, if we don’t take action now.

The United States is home to the vast majority of Internet traffic. AOL alone has over 50 million users, and the number of e-mail accounts in the U.S. has been reported as over 300 million. Most of this country’s residents use the Internet in some way, and more so as time goes on.



What’s more, communications technology is converging in such a way that traditional technologies, like phone, radio, cable TV, satellite, and wireless, are all becoming a part of the Internet. More and more of our communications are sent over the Internet every single day ,and the day will come when the Internet will be the transmission tool for virtually all communications (aside from ‘‘live,’’ in-person talking).  The U.S. is positioned to be the major provider of these services, for its own people, mid the rest of the world.

2.3
Why does the FBI need a system like Carnivore?

By now, it has become common knowledge that terrorists, spies, hackers, and dangerous criminals are increasingly using Computers and computer networks, including the Internet, to carry out their heinous acts. In response to their serious threats, the FBI has responded by concentrating its efforts, including its technological efforts and resources to light a broad array of Cyber—crimes.

While the FBI has always, as a first instinct, sought to work cooperatively and closely with computer network service providers, software and equipment manufacturers, and many others to fight these crimes, it also becomes obvious that the FBI needed its own tools to light this battle, especially where legal, evidentiary, and investigative imperatives required special purpose tools. Such a tool is Carnivore. 

Its main uses are:

I)
Terrorism



Terrorist groups are increasingly using new information technology (IT) and the Internet to formulate plans, raise funds, spread propaganda, and communicate securely. Terrorist Groups including Hezbollah, HAMAS, the Abu Nidal Organization, and Bin laden’s Al Qaida organization are using computerized files, e-mail, and encryption to support their operations.” As one example, convicted terrorist Ramzi Yousef the mastermind of the World trade Center bombing, stored detailed plans to destroy United States airliners as encrypted files on his laptop computer.


Other terrorist groups, such as the internet Black Tigers (who are reportedly affiliated with the Tamil Tigers), engage in attacks on foreign government websites and E-mail servers. Cyber terrorism” -- the use of cyber tools to shut down critical national infrastructures (such as energy, telecommunications transportation, or government operations) for the purpose of coercing or intimidating a government or civilian population -- is emerging as a very real threat.

2)
Espionage:


Not surprisingly, foreign intelligence services have adapted to using Cyber tools as part of their espionage trade craft. Even as far back as 1986, before the worldwide surge in Internet use, the KGB employed West German hackers to access Department of Defense systems in the well-known Cuckoo’s Egg case. It should not surprise anyone to hear that foreign intelligence services increasingly view the internet and computer intrusions as useful tools for acquiring sensitive U. S. government and private sector information. 
3) Information Warfare:

The prospect of information warfare by foreign militaries against U.S.A’s critical infrastructures is perhaps the greatest potential Cyber threat. Several foreign nations are developing information warfare doctrine, programs, and capabilities for use against the United States or other nations. Two Chinese military officers recently published a book that called for the use of unconventional measures, including the propagation of computer viruses, to counterbalance the military power of the United States. And a Russian official has also commented that an attack on a national infrastructure could, "by virtue of its catastrophic consequences”, completely overlap the use of weapons of mass destruction. 

4) Child Pornography and Sexual Exploitation of Children:

Through the FBI’s "Innocent Images' case, and others, it has become abundantly clear that certain adults are using computers and the Internet widely to disseminate child pornography and to entice Young children into illegal and often violent sexual activity. Such sexual predators find the Internet to be a well-suited medium to trap unwary children. Since 1995, the FBI has investigated nearly 800 cases involving adults traveling interstate to meet minors for the purpose of illegal sexual relationships, and more than 1850 cases involving persons trading child pornography – almost all of those involve the exchange of child pornography over the Internet.

5) Serious fraud: 

One of the most serious criminal threats facing the Nation is the use of the Internet for fraudulent purposes. For example, securities offered over the Internet have added an entirely new dimension to securities fraud investigations. The North American Securities Administrators Association has estimated that Internet-related stock fraud resulted in a loss to investors of approximately $10 billion per year (or nearly $1 million per hour). In one case, On March 5, 2000, nineteen people were charged in a multimillion dollar insider trading scheme. 
CHAPTER 3

TECHNOLOGY BEHIND CARNIVORE

3.1 FEATURES OF CARNIVORE

Filter sets. The settings are saved in configuration files. The user quickly can change the monitoring by selecting a different filter set.

Network adapters. A system may have multiple network adapters only one can be selected for sniffing at a time.

Archive file size. A limit can be set on how much data is captured; by default, it fills up the disk.

 Total memory usage. Network traffic may come in bursts faster than it can be written to disk. Memory is set aside to buffer the incoming data.

Fixed IP address. All traffic to/from a range of IP address can be filtered. For example, the suspect may have a fixed IP address of 1.2.3.4 assigned to their cable modem. The FBI might get a court order allowing them to sniff all of the suspect's traffic.
Protocols to capture. Typically, a court order will allow only specific traffic to be monitored, such as SMTP over TCP. In Pen mode, only the headers are captured.

Data text strings. This is the Echelon feature that looks for keywords in traffic. A court order must specify exactly what is to be monitored, such as the IP address or email account. Such wide-open keyword searches are illegal in the United States; The FBI initially denied that Carnivore had this feature.

Ports. A list of TCP and UDP ports can be specified. For example, if the FBI has a court order allowing e-mail capture, they might specify the e-mail ports 125,110, and 43.

SMTP e-mail addresses. A typical scenario is where Carnivore monitors an ISP e-mail server, discarding all e-mails except those of the suspects. An email session is tracked until the suspect's e-mail address is seen, then all the packets that make up the e-mail are captured.

Dynamic IP addresses. When users dial-up the Internet, they are logged in via the RADIUS protocol, which then assigns them to an IP address. Normally, the FBI will ask the ISP to reconfigure their RADIUS servers to always assign the same IP address to the suspect and will then monitor all traffic to/from that IP address. Sometimes this isn't possible.
3.2 How does it work?:


There are two techniques for sniffing old-school and new-school. In the old days, computers were connected via a shared medium. They all shared the same local wire, and network traffic was seen by all computers. Network cards filtered traffic in the hardware so that the attached computer would see only its own traffic, and not anybody else's. There wasn't a security feature; it was designed to avoid overloading the machine. Sniffing software disables this filter, putting the card into what is known as "promiscuous” mode. The software is specially tuned to deal with the flood of traffic, and then either analyze it or capture it. These days, more and more computers are connected by switches. Rather than disturbing the network traffic to all ends of the network, switches filler traffic at the hub. This prevents the computer from seeing anybody else’s traffic, even when it puts the adapter into promiscuous mode. Attackers must either actively attack the switch router fabric in order to redirect traffic flows or content themselves to monitoring only the traffic flowing through the box they’ve compromised.


When network traffic enters the machine, it is first handled by the Ethernet driver. The driver then passes the traffic to the Transmission Control Protocol / Internet Protocol (TCP/IP) stack, which will in turn pass it to applications. Sniffing software connects directly to the Ethernet driver, making a copy of it. UNIX provides a more open set of interfaces for doing this, whereas Windows systems have provided few tools for this. Thus sniffers are usually part of UNIX rootkits and seldom part of Windows rootkits. Packets that contain targeted data are copied as they pass through. The program stores the copies in memory or on a hard drive, depending on the programs configuration. These copies can then be analyzed carefully for specific information or patterns. 


When you connect to the internet, you are joining a network maintained by your ISP. The ISP’s network communicates with other networks maintained by other ISP’s to form the foundation of the internet. A packet sniffer located at one of the servers of your ISP would potentially be able to monitor all of your online activities, such as 
· Which Web sites you visit. 

· What you look at on the site. 

· Whom you send e-mail to. 

· What’s in the e-mail you send?
· What you download from a site.  

· what streaming events you use, such as audio, video and Internet telephony 

· Who visits your site (if you have a Web site) 

In fact, many ISP’s use packet sniffers as diagnostic tools. Also, a lot of ISP’s maintain copies of data, such as e-mail as a part of their back-up systems. Carnivore (and its sister programs) may be a controversial step forward for the FBI, but it is not a new technology.
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3.3 Working of carnivore.


The top of the diagram shows all traffic through all Internet Service Provider’s (ISP). The FBI and ISP work together to identify an access point that contains all traffic from the suspect named in the court order, with as little other traffic as possible. In some cases, the ISP is able to provide the FBI with an access point that contains only the suspects Traffic.


The FBI connects a commercially available one-way tapping device at the ISP’s access point. This tap produces an exact copy of all data at the access point. The tap also provides electrical isolation to prevent Carnivore from having any kind of impact on the ISP's network.


The copied network traffic then flows into the collection system where it is compared against a predefined filter. This filter only passes traffic authorized for capture by the court order. Traffic that passes through the filler continues on to be archival to permanent storage media. No other data is ever stored to permanent media, nor is any information recorded about traffic that does not match the fillers.



All information collected is maintained and, in the case of full content interceptions, is sealed under the order of the court. This information, as well as information obtained pursuant to pen register and trap & trace authorities may subsequently be made available to the court to the defendant.
3.4 What to Sniff?

When monitoring a network there are many interesting pieces of data to look for. In the most obvious case, authentication information (user names and passwords) can be captured, and then used to gain access to a resource. Other types of information can also he monitored, such as e-mail and instant messages. Anything passing over the network is open to prying eyes.
Obtaining Authentication Information

The following subsections provide examples of the various types of network traffic that is attractive to an attacker who is monitoring your network. The following sections provide brief overview of the types of authentication information that can be gleaned from the respective protocols.

Monitoring Telnet (Port 23)

Telnet historically has been the service that an attacker will monitor when attempting to obtain login information. TELNET provides no session-level security sending user name and password information as plain text across a network as shown here.

[-] % telnet local host

Trying 127.0.0.1

Connected to local host 

Escape character is ‘^’

Red Hat Linux\ release 6.1 (Cartman) 

Kernel~ 2.2.12-200 onan 1636 

Login oliver 

Password welcome

[12:I0:03][redhat6.1]
[-]%

Monitoring FTP (Port 21) 


The File Transfer Protocol (FTP) service, used for file transmission across the network, also sends its authentication information in plaintext. Unlike TELNET, FTP can also be used to allow anonymous access to files, whereby a user uses the username ‘anonymous’ or ‘ftp’ and issues an arbitrary password. FTP protocol information is usually hidden by a then friendly client interface. However, authentication traffic appears as follows on the network 




[-] % telnet localhost 2 1

Trying  127.0.0.1

Connected to localhost. 

Escape character is ‘^!’

20 localhost FTP server (Version wu-2.5O(l ) Tue Sep 21 16:48:12 EDT 1999) ready
USER Oliver

331 password required for oliver.

PASSWORD welcome

230 User oliver logged in.

Monitoring POP (Port 110)


The Post Office Protocol (P0P) service is a network server by which client-based e-mail programs are connected to access a user's email on a central server. POP servers appear commonly on an Internet service providers (ISP’s) network, to provide e-mail delivery to customers. POP traffic is often not encrypted, sending authentication information in plaintext. Username and password information is specified to the remote server via the USER and PASSWORD commands. An example of the protocol is as follows…

[-] % telnet localhost 21
Tr'ying l27.0.0.l...
Connected to localhost.
Escape character is ‘^]’

+0K P0P.3 localhost v7.59 server ready
USER oliver

+0K Username accepted password please

PASS welcome+0K 

Mailbox open, 24 messages 


Note that extensions to the POP protocol exist, which prevent authentication information from being passed on the network in the clear, in addition to session encryption.

Monitoring IMAP (Port 143)

The Internet Message Access Protocol (IMAP) service is an alternative protocol to the POP service, and provides the same functionality. Like the POP protocol, authentication information is in many cases sent in plaintext across the network. IMAP authentication is performed by sending a string consisting of a user-selected token, the LOG IN command, and the username and password as shown here.
[-]% telnet localhost 21

Trying 127.0.0.1..

Connected to Iocalhost.

Escape character is ‘^]’

+0K localhost IMAPrevl vl 2.250 server ready

A001 L0GIN oliver welcome

Aoo1 OK LOGIN completed

Note that extensions to the IMAP protocol exist, which prevent authentication information from being passed on the network in the clear, in addition to session encryption.

Monitoring SMTP (Port 25)   


Simple Mail Transfer Protocol (SMTP) is used to transfer email on the Internet and internally in many organizations. Email has been and always will be an attractive target for an attacker. An attacker’s goal may be to watch the network administrator to determine whether he has been discovered, or it may be a much more sinister activity. It is not hard to believe that in today’s competitive business environment, the goal can be to monitor the network for internal company information, such as merger and acquisition data, and partnership information. All of this usually can be gleaned by reading e-mail that has been sent over the network.

Monitoring HTTP (Port 80)

Hypertext Transfer Protocol (HTTP) is used to pass Web traffic. This traffic, usually destined to port 80, is commonly monitored more for stations and network usage than for its contents. Although HTTP traffic can contain authentication information and credit card transactions, this type of information more commonly is encrypted via Secure Sockets Layer (SSL). Commercial products are available to monitor this usage for organizations that find it acceptable to track their users Web usage.

3.5 Example:
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All network data travels across the Internet, and then into and out of PC's, in the form of individual, variable size, data packets like the one shown above. Since the typical PC user never "sees' any of this raw data, many spy ware systems covertly send sensitive information out of the user’s computer without their knowledge.

Packet sniffers expose this raw

Internet dialog to the light of day.


A Packet Sniffer is a utility that sniffs without modifying the network's packets in any Way. By comparison, a firewall sees all of a computer's packet traffic as well, but it has the ability to block and drop any packets that its programming dictates. Packet sniffers merely watch, display, and log this traffic.


One disturbingly powerful aspect of packet sniffers is their ability to place the hosting machines network adapter into "promiscuous mode”. Network adapters running in promiscuous mode receive not only the data directed to the machine hosting the sniffing software, but also all of the traffic on the physically connected local network.

Unfortunately, this capability allows packet sniffers to be used as potent spying toots. This is obviously not an activity that should be promoted on this site, and if non- promiscuous sniffing software were available It would be recommended. But, unfortunately, all the tools avidly feature promiscuous sniffing capabilities.

CHAPTER 4

DETECTION OF CARNIVORE

4.1 Where is one likely to find a sniffer?


A sniffer can be found anywhere. However there are some strategic points that a cracker might favor. One of those points is anywhere adjacent to a machine or network that receives many passwords. This is especially so if the targeted machine is the gateway of a network, or a path of data going to or coming from the outside world. If your network goes out to the internet, the cracker will want to capture the authentication procedures between your network and other networks. This could expand the cracker's sphere of activity.

4.2 What level of risk do sniffers represent?


Sniffers represent a high level of risk. In fact, the existence of a sniffer in itself shows a high level of compromise. In fact, if a sniffer has been placed on your network, your network has already been compromised. That is, taking the case of the LA and into the Internet, if your Internet-enabled network has sniffer, someone has breached your network security. One scenario is that he or she has come from the outside world and p]aced a monitoring device on your network. The other scenario is that one of your own is up to no good. Either way, the situation is grave.
4.3 On what platforms will a sniffer run?


Sniffers now exist for every network platform, but even if they did not, they would still be a threat to you. Sniffers sniff packets, not machines. Unless your network is entirely homogenous, a sniffer could exist there. A sniffer need be only on a single node of a network to sniff traffic; this is because of the, manner in which Ethernet broadcasts occur. Because the traffic is broadcasted to all nodes on a network segment, any platform that you have will do.
4.4 How do I detect a sniffer on my network?

The short answer to this question is: You don't. Here lies one of the reasons sniffers are so threatening to security. They are largely passive applications and generate nothing. In other words; they leave no trace on the system.

One way to detect a sniffer is to search all current processes being run. This isn't entirely reliable of course, but you can at least determine whether a process is being run from your machine. Commands differ from platform to platform in performing this operation. Those with DOS, Windows for Workgroups, or Windows 95 might have a problem. However, those using UNIX or Windows NT can easily obtain a list of current processes In UNIX, issue the following command

Ps-aux 
Or
Ps –augx.


This command results in a listing of all processes, who initiated those process, what percentage of the CPU those processes are using. What percentage of memory, and so on. The output comes in standard table form on STDOUT. If a process is still running, it should be listed here.


Another method is to go searching for the sniffer. There are only so many sniffers in existence. Chances are a cracker is using a freeware version. There is a possibility that the cracker has written his or her own. In this ease, you are in trouble and will spend much time reconciling your directories.

4.5 What can 1 do to foil a sniffer?


Foiling a sniffer attack is not a difficult task. You have quite a few choices and what you pick will probably depend on how paranoid you truly are. The rest will depend on cost. Your main concern is probably the transmission of truly sensitive data. Some of these cross the network in plain text and, when captured with a sniffer, arc easily read. Solutions to this problem are straightforward and cost-effective Encryption.


Secure Shell (SSH) is a protocol that provides secure communications in an application environment such a Telnet. It is built on the client/server model. The official port that the SSH server binds to is 22. Connections are negotiated using an algorithm from RSA. Alter the authentication procedure is complete, all subsequent traffic is encrypted using IDEA technology. This is typically strong encryption and is suitable for just about any non-secret, non-classified communication.
CHAPTER 5

DISADVANTAGES OF CARNIVORE

5.1 Why is carnivore bad for you?


A few years down the road, when your phone company, your cable TV provider, radio stations, and cell phone company are all part of your "ISP', and Carnivore is installed there, the FBI will have exclusive control of what you can and cant watch, say, or do while using these technologies. And if you happen to say, or read, or watch something that raises their suspicion (like, say, shopping for hemp clothing, or saying you hate something, or advocating drug legalization), you could very well find yourself being served with a search warrant. 


There are a large number of problems with the FBI’s use of a system like Carnivore, and some people may agree or disagree on any number of different points about it. 


But Carnivore is so offensive to the American Way that there am a few things about it which just about every one should agree are unacceptable. 



Here are some reasons why Carnivore is bad for you: 

I It's Unconstitutional: The Constitution is largely a document of limits- limits on the ways in which Government may interfere with our lives. The Bill of Rights (the first ten Amendments to the Constitution) is a short list of specific aspects of out lives which Government may not interfere.
2. It Threatens Freedom and The Internet: The best thing about the Internet, the thing which has allowed it to prosper as much as it has, is lack of centralized control, And while there are those who would use this lack of control to their criminal advantage, it would be a far worse consequence to give up the chaos in favor of stringent control. All of the wondrous possibilities that the internet offers us come at the price of it having no central control or governing body. To impose that type of control will be at the expense of the freedoms which have made the internet what it is today. 
3. It Sets a Bad Precedent: What if the FBI said they wanted to monitor all telephone calls, for information about suspected criminals'? What if they wanted to intercept all postal mail, to check and see if any of it was related to any of their suspects? What if they wanted to do a profile of the average marijuana user, by scanning huge amounts of electronic data, and compiling the marijuana-related communications? What if they wanted keys to everyone’s houses, In case they had to get inside to investigate a crime?
4.it Will harm Innocent People: The FBI can hardly be trusted to conduct their investigations with proper handling and precision, but even if they could, Carnivore will end up hurting innocent people. The amount of guesswork involved in a sweeping search like the type Carnivore does insures that many dead ends and bad leads will be pursued. What this means is that the FBI will inevitably end up investigating (including search, seizure, intimidation, prosecution, etc.) innocent people. The use of a mass-level tool like Carnivore simply insures that these will occur more frequently, and at a more widespread level.

CONCLUTION & FUTURE SCOPE
        CARNIVORE is diagnostic software designed and developed by the FBI for cyber crime fighting. It is one of the best tools against cyber terrorism. But many people see carnivore as a threat to personal freedom.  So the public debate about the use of this technology is likely to continue as the very need for it increases. During the September 11 attack on the world trade centre, all the e-mail traffic into USA was monitored using the echelon feature of the Carnivore. It is rumored that, the culprits were apprehended, with the help of carnivore. In such situations the actions of carnivore are absolutely justifiable. But that may not always be the case. Using carnivore without appropriate reasons or without appropriate court order can cause widespread anarchy. So the debate as to the application of carnivore continues, even as the need for it may be increasing.
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ABSTRACT

Carnivore is a controversial program developed by the U.S. Federal Bureau of Investigation (FBI) to give the agency access to the online/e-mail activities of suspected criminals. Carnivore is apparently the third generation of online-detection software used by the FBI. While information about the first version has never been disclosed, many believe that it was actually a readily available commercial program called Etherpeek. 

In 1997, the FBI deployed the second generation program, Omnivore. According to information released by the FBI, Omnivore was designed to look through e-mail traffic traveling over a specific Internet service provider (ISP) and capture the e-mail from a targeted source, saving it to a tape-backup drive or printing it in real-time. Omnivore was retired in late 1999 in favor of a more comprehensive system, the DragonWare Suite, which allows the FBI to reconstruct e-mail messages, downloaded files or even Web pages.

           Hence, carnivore is a computer system developed by the FBI that can be connected to an ISP network and remotely accessed by a dial-up link.  It can be configured to intercept and record digital communications.
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