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Abstract



Predictive Networks creates dynamic, anonymous predictive models of individuals through the use of clickstream data and a unique, patented artificial intelligence based process. The resulting representations are called Digital Silhouettes and each one comprises over 140 demographic and content affinity categories. The Digital Silhouette demographics consist of six major categories (gender, age, Income, education, occupation and race), which are further broken down into subcategories, while the content affinities consist of over 90 subcategories (golf, music, software etc).

INTRODUCTION

WHAT IS A DIGITAL SILHOUETTE?

Predictive Networks creates dynamic, anonymous predictive models of individuals through the use of clickstream data and a unique, patented artificial intelligence based process. The resulting representations are called Digital Silhouettes and each one comprises over 140 demographic and content affinity categories.

The Digital Silhouette demographics consist of six major categories (gender, age, income, education, occupation, and race), which are further broken down into subcategories, while the content affinities consist of over 90 subcategories (golf, music, software, etc).Personally Identifiable Information (PII), such as names, addresses and other private information are never known to Predictive Networks, and Digital Silhouettes are known to Predictive Networks only by randomly assigned, anonymous ID numbers.

HOW DOES IT WORK?


The Digital Silhouettes are detailed -- but anonymous – portraits of users that are based on their behavior in  cyberspace. Clickstream data is analyzed and conclusions are  drawn -- this guy's a sports fan, that user is into music or home  decoration. Specific clickstream data is discarded after the  session, so while the system will later recall that you're into  arts and crafts, it won't remember that you spent 40 minutes  on Martha Stewart's site looking at things to make from  casaba melons and dryer lint. 

WHAT DO YOU DO WITH IT?


Kosheff said the target client is anyone whose interest is  making a product, service or medium reach its audience better.  Predictive claims click-through rates of 8 to 10 times the  microscopic industry average of .29 percent for untargeted  Web ads.

According to the company, this marks the first use of  such biometric data for auto-personalization of content and  advertising, solving a major challenge facing marketers on the  Internet, wireless networks and interactive television (iTV),  where devices are intrinsically shared. 


Customers for the service include AT&T WorldNet and Net2Phone. The necessary software comes through the services' installation packages and is opt-in, usually in exchange for lower subscription rates. 

HOW ARE THEY CREATED?


Digital Silhouettes enable Predictive Networks to provide Internet subscribers and users with personalized Internet content, while maintaining their anonymity and privacy. Digital Silhouettes do not contain, and are not linked to, personally identifiable information. They do not contain any clickstream data. Finally, Digital Silhouettes are only created after the subscriber has opted-in. 

To initiate a Digital Silhouette, each user is assigned an anonymous identification number. These anonymous IDs match the user to the Digital Silhouette without revealing the identity of the individual. Predictive Networks uses Digital Silhouettes to match Internet content and advertising to appropriate recipients. As a result, users receive information that appeals to their current needs and interests. 

To develop a Digital Silhouette, Predictive Networks analyzes URL click-stream data, such as Web pages visited, and date and time of visit. URLs are then evaluated against more than 140 affinity and demographic categories, and assigned a score between zero and one. Once the data is analyzed, it is discarded. Predictive Networks may from time to time track keywords or URLs visited to control the ads you see and to make sure you don't see the same ad repetitively. They may temporarily retain the correlation between a targeted keyword and an anonymous Digital Silhouette within The Predictive Network but it is only used for billing and analysis. It is then purged from the system on a regularly scheduled basis. Internet usage (such as the pages viewed and the search terms queried) is anonymous and will not be traced back to a particular person. 
WHAT INFORMATION IS COLLECTED?


Predictive Networks may collect three types of data from subscribers. First, non-identifiable clickstream data – which are analyzed and discarded, the results stored as the user’s anonymous Digital Silhouette. Periodically, they may record anonymous clickstream data, without reference to Digital Silhouettes, for limited testing purposes, e.g., system scalability. Second, transaction data, e.g., purchases made, which are strictly anonymous, are not associated with any person’s name, and do not contain any personally identifiable information. Anonymous, aggregate transaction patterns, but not an individual’s transactions, may be shared with or sold to third parties. Third, limited personal information - supplied voluntarily by the subscriber and used for administrative purposes only. This information is not associated with the Digital Silhouette.

OPT-IN OPT-OUT


Once users or subscribers have opted-in, they have the choice to "opt-out" at any time. Opting-out will end Predictive Networks' analysis of a subscriber's click-stream data, and erases the subscriber's Digital Silhouette. 

METHODS & DATA SOURCES EMPLOYED IN ORDER TO DEVELOP  DIGITAL SILHOUETTES


As the center of the Digital Silhouette technology, the Predictive Networks artificial intelligence engine derives individual preferences from web-surfing behavior. 
To ensure that Digital Silhouettes TM are accurate, they require: 
1)that the data on which the system is based is of the highest quality, and 

2) that data is in high, almost overwhelming, volumes.

Requirement 1: Data Quality

Demographics


The raw data that Predictive Networks uses in order to create Digital Silhouettes are Uniform Resource Locators, or URLs. And in order to fulfill the first requirement of high quality data, Predictive Networks matches these click-stream URLs generated by the surfing of a user with a database of categorized URLs that has been created from data from Nielsen Net Ratings and their 40,000 person Internet panel, about which is known extensive personal demographic information.


However, Predictive Networks does not indiscriminately use Nielsen NetRatings URL data, and the demographics for a web site supplied by Nielsen Net Ratings must meet several statistical criteria before they can be included in the categorized Predictive Networks database. The first criterion is that only sites that are above the 90% confidence level according to Nielsen Net Ratings are used. The next criterion is that a site must reveal conclusive demographic information about its visitors, and this is met through the imposition of a threshold on the difference between the highest score in a category and the next highest score. So Nielsen and PN may be 100% sure that sites such as the top page of most popular web portals (www.yahoo.com), have a gender distribution of exactly 50-50, but knowing that a user goes there does nothing to inform the Digital Silhouette as to the gender of the user. Therefore, the difference between the percentage of women and men for a URL must be greater than 10 percentage points or the difference between the top two age categories or the top two income categories must be more than 5 percentage points in order for a site to be included in the categorized URL database at all.

Finally, the last criterion requires that the population represented by the sites in the database does not differ significantly from the population for the Internet as a whole. From the data supplied from Nielsen Net Ratings, Predictive Networks knows the expected percentages for the Internet as a whole across each of the demographic categories. If the distributions for the database as a whole differ from the distributions of the Internet (determined by a Chi-squared test with a significance level of 95%), then sites are removed from the database and the calculations repeated. This is done until there is no statistical difference between the demographic distributions for the categorized URL database and the Internet. This ensures a minimization of bias in the database.

Affinities


Predictive Networks uses the same core set of information for obtaining content affinity scores in the Digital Silhouette as it does which are captured and matched to a categorized database. And just as the home page www.yahoo.com adds little to the understanding of the demographics of a visitor, it also does not inform the Digital Silhouette as to the content affinity of the user. Instead, there must be a clear affinity associated with the URL, such as with the URL www.travel.yahoo.com. The categories themselves are structured in a manner similar to that used for the standardized content directory structure of Yahoo and Lycos, and  their constituent sites are updated and verified for content affinity accuracy on a monthly basis.
SUMMARY OF DATA QUALITY:
· Use only sites with a confidence level > 90%

· Threshold test for gender, age, and income: 10% difference for gender, 5% for age and income.

· Test overall population distribution for the entire database and make sure it is not significantly different than the population distribution for the web overall.

· Applied Chi-squared test to the distribution for each major category

· Filter out uninformative or objectionable sites

REQUIREMENT 2: DATA VOLUME

In addition to the unique, strict process applied to deriving demographic and affinity indications, a main strength of the  Predictive Networks process for developing Digital Silhouettes is that Predictive Networks has access to the entire 

click stream of its users. Instead of using cookies, which can profile a user’s activity at a site or a network of sites, Predictive Networks is able to build Digital Silhouettes based on all the sites a user visits—yielding on the order of 100x more data than is generally possible to gather through the use of  cookies. The advantage is that while from site to site there may be very small differences in audience distributions of gender, age, and income, as well as other demographic and content categories, large samples sizes overcome the slight differences and render the data, and hence the Digital Silhouette, to be a significant and reliable indicator of a user’s preferences and demographics.

Creating a Digital Silhouette


Each time a user visits a URL in the extensive Predictive Networks’ database the available data for the site (demographics and content characterization) gets incorporated into the user’s Digital Silhouette. As the user continues to surf the web, his or her Digital Silhouette becomes a refined composite of the demographic and affinity distributions of all the web sites he or she has visited.

Sites that are visited most recently and most often are weighted more than sites that are visited only once or very infrequently. A user’s Digital Silhouette generally will start off blank and will take on the Digital Silhouette of the first site visited or it will start with a Digital Silhouette based on the user’s zip code. Over time the Digital Silhouette will evolve and become enriched by all web surfing data.

Each Digital Silhouette has a confidence measure attached to it that is derived from the confidence measure for the sites the user has gone to as well as the number of sites involved in creating the Digital Silhouette. As the user goes to more sites, the Digital Silhouette becomes more accurate. Once the Digital Silhouette is accurate enough (95% confidence measure or greater) then the user may be sent targeted content, such as  promotional offers, personalized home pages, etc., based on their Digital Silhouette. For example, advertisers identify affinities and demographics for their target group(s) and Predictive Networks selects the Digital Silhouettes most likely to respond to the ad using a proprietary technique that combines artificial intelligence and a clustering algorithm.


A simplified example of the evolution of a Digital Silhouette utilizing only the two dimensions Education and Income (instead of the normal 140 dimensions of the Digital Silhouettes) is as follows:
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1. On the first logon of the user, the Digital Silhouette TM is set to the default, which is the average of the Internet. This is represented by the gray dot labeled “Start”. As the user surfs the web, he or she will begin to alter the nature of the Silhouette. In this case, the first site to feed into the Digital  Silhouette is www.wsj.com a site that, relative to the rest of Internet sites, attracts an audience ranking higher in education  and income levels. As a result of visiting that site, the user’s Silhouette moves up the scale on both dimensions.
2. However, the user’s universe of visited sites is not limited to just one, and www.cheaptickets.com is also visited. And similar to wsj.com, cheaptickets.com has an average user different from the Internet average, except in this case it is lower in education and income. Consequently, the Silhouette moves back down the scales, but notably, not back to its origin. It has also grown in size, which represents a gain in ‘gravity’, or the degree of certainty that it is in the correct place, and it becomes harder to move due to random visits or temporary patterns. 

3. Finally, the user (again, in this simplified representation) visits www.textbooks.com and this pulls the user Digital Silhouette towards a high level of education, but away from a high level of income. An accurate multi-dimensional representation of the user is developed. Over time, as more and more sites are visited, the appropriate level of confidence in the accuracy of the Digital Silhouette is established allowing Predictive Networks to accurately model user preferences, affinities and demographics while protecting their privacy.

Example Digital Silhouette Dimensions


Included below are a few examples of the 140 dimensions on which Predictive Networks provides behavior and demographic modeling 
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Biometrics

When you have a shared device, the problem is telling who you are Predictive Networks believes its new biometric  identification system can do the job. To identify individuals  who share such household devices as computers and interactive televisions, the biometric system relies on  user behavior. 

It can recognize that you're a fast typist, or you double-click your mouse. It adds this information to the profile, so it can tell multiple users apart.
Biometric Differentiation

How Cybersignatures are created

Clickstream


Individual users manifest different surfing styles and interests. Using an algorithm, they can detect recurrent patterns of behavior in the different clickstreams – or surfing behavior observed over time. The algorithm looks at the types of  content you are interested in (finance, sports, weather, etc) and the transitions you make between content.

For instance, a particular Digital Silhouette consistently displays the pattern of checking e-mail then going to a CNN news site, then to ESPN sports, weather.com, and finance, checks stock price, and then logs off. Incoming clickstreams are compared with these patterns, and the set of most similar patterns is output, along with their corresponding similarity  scores. These statistics form a basic profile of surfing behavior. 


They capture not only the content of the clickstream (as represented by the content of the top URLs), but also some of  the idiosyncratic surfing behavior of the user (as manifested in  transition behavior and proportion of sites of different content  types).

Keystroke dynamics


Different users also have different typing styles. The purpose of the keystroke dynamics algorithm is to capture these different styles so that they may be associated with unique users. One type of keystroke statistic is particularly efficient and useful for characterizing typing behavior. It is called the digraph interval. This indicates the amount of time it takes to type a specific sequence of two keys. By tracking the average digraph interval for a small set of select digraphs, a profile of typing behavior can be constructed. Below is a list of common digraphs used in the English language, with numbers representing the typical frequency per 200 letters:

TH 50 AT 25 ST 20

ER 40 EN 25 IO 18

ON 39 ES 25 LE 18

AN 38 OF 25 IS 17

RE 36 OR 25 OU 17

HE 33 NT 24 AR 16

IN 31 EA 22 AS 16

ED 30 TI 22 DE 16

ND 30 TO 22 RT 16

HA 26 IT 20 VE 16

Mouse dynamics


Given the relative dearth of keyboard activity, and relative abundance of mouse (or other pointing device) activity during a typical web browsing or television-watching session, it is critical to characterize user behavior according to mouse  dynamics, as well as keystrokes. Useful statistics that can be gathered include: average double-click interval, ratio of double- to single-clicks, average mouse velocity, average mouse acceleration, and ratio of mouse to keystroke activity.

THE FUSION ALGORITHM

Three independent sources of unique user information  (clickstream, keystroke, and mouse or pointer behavior) have been described, each having a corresponding algorithm which tracks recurring patterns in the input data. The existence of a set of unique users is inferred from significant associations among these recurring clickstream, keystroke, and mouse patterns. For example, a certain individual will tend to generate a particular keystroke pattern, a particular mouse pattern, and one or possibly several clickstream patterns. By making an association, the existence of a unique user can be inferred. A 'fusion' algorithm is used to track associations among recurring patterns, to determine which patterns are significant, and to assign unique user status to those that are most significant. In addition, the fusion algorithm preferably manages the addition and deletion of unique users from the system.

WHAT MAKES IT POPULAR?


There is no shortage of approaches to profiling and personalization on the Internet. Yet, privacy issues aside, these technologies have been an e-marketing failure for both users and enterprises. 
According to industry sources: 

· 90% of visitors to many Web sites are unknown 

· Home page abandonment rates are as high as 85% 

· 65% of consumers are dissatisfied with sites that offer personalization based on volunteered data 

· 80% of all online transactions are abandoned before completion 

· Industry click through rates on advertising are about 0.36% 


The bottom line is that most users spend more time searching for information on the Internet than they do actually reading or acting upon it. Digital Silhouettes provide an ideal solution and hence have become very popular.

A DIFFERENT PERSPECTIVE


Picture a world where information about your every move on the web, including the sites that you visit, the keywords that you enter into search engines, and so on, are all shipped off to a third party, with the willing cooperation of your internet service provider (ISP). None of those pesky cookies to disable, no outside web sites to put on block lists--just a direct flow of data from your ISP to the unseen folks. For those who value their  privacy immensely, this could seem like a violation.

Of course, whenever you use automated techniques to try figure out what people want based on the Web sites they happen to visit, there is the possibility of embarrassing errors. For example, people may be suckered into pornography sites by misleading banner ads, and not be at all interested in receiving adult-oriented advertising. Similar errors relating to other topic areas can occur from any number of the inadvertent Web sites that all of us hit in the process of typical Web browsing. Our entire profile could be built around this. 

It also appears to be Predictive's intention to encourage fee-based ISPs to offer lower rates to users willing to be tracked. This can rapidly degrade into a coercive situation where users who do not wish to participate in such tracking will be forced to pay ever higher rates simply to maintain the same level of privacy and non-tracking that they had in the first place. All these are the major disadvantages concerning digital silhouettes.  
CONCLUSION


Personalization. Relevant information. Targeted content delivery. We all want the same thing… A highly personalized experience for users and one-to-one relationship with customers resulting in more  effective audience acquisition. Across the solutions for the Internet, Predictive Networks unites  highly characterized behavior models, or Digital Silhouettes – made richer by aggregating all data across the  network – with an approach to privacy that empowers consumers and protects their privacy. Personalization must equate with privacy protection and provide unmatched utility to consumers, e-businesses and content providers. That’s why Digital Silhouettes are anonymous, predictive models of user preferences and affinities that Predictive Networks Internet partners use to ensure their solutions deliver a highly relevant and engaging user experience. Coupled with a highly scalable, easy to manage end-to-end delivery system, the right information is reached to the right user at the right time.
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