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Diskless Linux Terminal

1. Introduction


Think of an idea whereby a remote filesystem could be mounted, in other words attached on to your local filesystem. You do not need to log in remotely to that system and ,say , transfer files and at the same time you don't need any special commands to do it. Using nfs we can connect one filesystem on one machine (say acharya) to another filesystem on another machine (say ramanuja) and provide an illusion at ramanuja that they are locally connected. You can work from ramanuja on this mounted filesystem as if it was local.  Hence our idea of large disks on some computers (acharya), accessed by others. Network setup depends upon kernel version being used. There are at least two possible methods to load the kernel over the network.

1 PXE : Intel's Preboot Execution Environment system is a form of smart boot ROM built into some networking cards or motherboards. 

2 The etherboot port produces ROM-able code to boot kernels over the network. The code can be either burnt into a boot PROM on a network card, or loaded from a local floppy (or hard) disk drive, or from a running MS-DOS  system.  Many network cards are supported.

1.1  Needs 


Consider  a small network (say LAN) , for this  a group of computer have diskless, ethernet card in which a bootrom (the coded bootrom easily available from vendor’s or  the source code  of bootrom can  be download from the sites) , a  Linux sever  having disk and rest of them same for LAN .

2. Diskless Computer for Microsoft 

Windows 95/NT 


Since Microsoft Windows 95/NT DOES NOT support diskless nodes, there is an intelligent work-around to overcome this shortcoming. 

2.1. VMWare  package


Use the VMWare BIOS software with Linux which can host the Windows 95/98/NT.  Linux will be the "host" OS and Windows 95/NT will be the "guest" OS. Install the VMWare on Linux server and than install Windows 95/NT on VMWare. 

2.2.VNC  package from AT and T


You can also use the VNC (Virtual Network Computing) Technology from  the telecom giant AT & T. VNC is GPLed and is a free software. Using  VNC you can run Windows 95/NT programs on diskless linux computer but actually running on remote Windows95/NT server.
3.  Advantages of Diskless Computer

The following are benefits of using diskless computers .

· Diskless Linux computers can run BOTH MS Windows 95/NT and linux programs.

· Total cost of ownership is very low in case of Diskless computers. Total cost of ownership is cost of initial purchasing + cost of maintenance. The cost of maintenance is usually 3 to 5 times the  cost of initial computer purchase and this cost is recurring year after year.  In case of Diskless computers, the cost of maintenance is completely eliminated.
· All the backups are centralized at one single main server.

· More security of data as it is located at server.

· No need of UPS battery, air-conditioning, dust proof  environment  for diskless clients, only server needs UPS battery, A/C and dust  proof environment.

· Noise is completely eliminated since diskless computer does not have Fan motor, and local hard disk. Only server makes lots of noise but it is enclosed in a server room.

· Protection from Virus attack - Computer virus cannot attack  diskless computers as they do not have any hard disk. Virus cannot  do any damage to diskless computers. Only one single server box  need to be protected against virus attack. This saves millions of      dollars for the company by avoiding installation of vaccines and  cleaning the hard disks!!

· Server can have large powerful/high performance hard disks, can  optimize the usage of disk space via sharing by many diskless  computer users. 

· Server can have 64 bit CPU SMP box having many CPUs or even linux super-computers. CPU power can be shared by many diskless computer users.

· Sharing of central server RAM memory by many diskless computer users. For example, if many users are using web browser than at   server RAM there will be only one copy of web browser in the RAM. In case Windows 95 PCs, many users need to have individual copy of  web browser in local RAM and hence there is wastage of RAM space.

· Diskless computers are extremely fast because program loading time is completely eliminated. For example, if the server loads the StarOffice suite into memory due to request from one diskless user  then if another diskless user wants to use the StarOffice suite then loading time is avoided since StarOffice is already loaded. 

· Very few system administrators required to maintain central server unlike Windows 95 PC clients, which need many administrators.

· Zero administration at diskless client side. Diskless computers are absolutely  maintenance free and trouble free.

· Long life of diskless clients - more than 30 years without any hardware or software upgrades.

· Eliminates install/upgrade of hardware, software on diskless client  side.

· Eliminates cost of cdrom, floppy, tape drive, modem, UPS battery,  Printer parallel ports, serial ports etc..

4.  Quick Steps to implement Diskless 

Nodes

  
An overview to build diskless nodes is as follows:

· Download/Install redhat RPM 
· Test with floppy disk (1.44MB) having the PROM program.

· Next you have to make the Network card which has the bootable prom

· Either purchase NIC ready with prom or

· Purchase the eproms

· Purchase Eprom burner to burn your own eproms. Transfer the tested program  from floppy to prom via eprom burner

       5.  How does it work


In order to boot over the network, the computer must get

1. an identity

2. an operating system image and

3. usually, a working filesystem.


Consider a diskless computer (DC) that has a network boot ROM. It may be one of  several identical DCs. How can we distinguish this computer from others? There is one piece of information that is unique to that computer (actually its network adapter) and that is its Ethernet address. Every Ethernet adapter in the world has an unique 48 bit Ethernet address because every Ethernet hardware manufacturer has been assigned blocks of addresses. By convention these addresses are written as hex digits with colons separating each group of two digits,

for example - 00:60:08:C7:A3:D8 .


The protocols used for obtaining an IP address, given an Ethernet address, are called Boot Protocol (BOOTP) and Dynamic Host Configuration Protocol (DHCP). DHCP is an evolution of BOOTP. In our discussion, unless otherwise stated, anything that applies to BOOTP also applies to DHCP. An example of a DHCP exchange goes like this:


DC: Hello, my hardware address is 00:60:08:C7:A3:D8, please give me my IP address.


BOOTP OR DHCP server: (Looks up address in database.) Your name is Abram, your IP address is 192.168.1.100, your server is 192.168.1.1, the file you are supposed to boot from is /tftpboot/vmlinux.nb (and a few other pieces of information).


You may wonder how the DC found the address of the BOOTP server in the first place. The BOOTP request was broadcast on the local network and any BOOTP server that can answer the request will.


After obtaining an IP address, the DC must download an operating system image and execute it. Another Internet protocol is used here, called Trivial File Transfer Protocol (TFTP). TFTP is like a cut-down version of FTP---there is no authentication, and it runs over User Datagram Protocol (UDP) instead of Transmission Control Protocol (TCP). UDP was chosen instead of TCP for simplicity. The implementation of UDP on the DC can be small so the code is easy to fit on a ROM. Because UDP is a block oriented, as opposed to a stream oriented, protocol, the transfer goes block by block, like this:

DC: Give me block 1 of /tftpboot/vmlinux.nb.

TFTP server: Here it is.

DC: Give me block 2.

and so on, until the whole file is transferred. Handshaking is a simply acknowledge each block scheme, and packet loss is handled by retransmit on timeout. When all blocks have been received, the network boot ROM hands control to the operating system image at the entry point.


Finally, in order to run an operating system, a root filesystem must be provided. The protocol used by Linux and other Unixes is normally NFS, although other choices are possible. However the operating system must be capable of running with a root filesystem that is a NFS, instead of a real disk. Linux has the required configuration variables to build a version that can do so.

6.  What is NFS ?


The Network File System (NFS) was developed to allow machines to mount a disk    partition on a remote machine as if it were on a local hard drive. This allows for fast, seamless sharing of files across a network. It also gives the potential for unwanted people to access your hard drive over the network (and thereby possibly read your email and delete all your files as well as break into your system) if you set it up incorrectly. There are other systems that provide similar functionality to NFS. 

Samba : Provides file services to Windows clients.

Coda   : File System is still in development but is designed to work well with disconnected clients. 


The advantage of NFS today is that it is mature, standard, well understood, and supported robustly across a variety of platforms. NFS is handled by five daemons such as 

rpc.nfsd                      
which does most of  the  works

rpc.lockd

                                    
which handle file locking

rpc.statd   

rpc.mountd                  
which handle initial mount requests

rpc.rquotad           
which handle usr files quotas or  exported volumes

  
6.1.  The basic file system structure

· Minimum set of directories: /dev, /proc, /bin, /etc, /lib, /usr, /tmp,

· Basic set of utilities: sh, ls, cp, mv, etc.,

· Minimum set of config files: rc, inittab, fstab, etc.,

· Devices: /dev/hd*, /dev/tty*, /dev/fd0, etc.,

6.2.   The boot process


All PC systems start the boot process by executing code in ROM (specifically, the BIOS) to load the sector from sector 0, cylinder 0 of the boot drive. The boot drive is usually the first floppy drive (/dev/fd0). The BIOS then tries to execute this sector. On most  bootable disks, sector 0, cylinder 0 contains either:

· Code from a boot loader such as LILO, which locates the kernel, loads it  and executes it to start the boot proper; or 

· The start of an operating system kernel, such as Linux. 


If a Linux kernel has been raw-copied to a diskette, the first sector of the disk will be the first sector of the Linux kernel itself. This first sector will continue the boot process by loading the rest of the kernel from the boot device. When the kernel is completely loaded, it initializes device drivers and its internal data structures. Once it is completely initialized, it consults a special location in its image called the ramdisk word. This word tells it how and where to find its root filesystem. A root filesystem is simply a filesystem that will be mounted as ``/''. The kernel has to be told where to look for the root filesystem; if it cannot find a loadable image there, it halts.


Once the system has loaded a root filesystem successfully, it tries to execute the init program (in /bin or /sbin). init reads its configuration file /etc/inittab, looks for a line-designated sysinit, and executes the named script. The sysinit script is usually something like /etc/rc or /etc/init.d/boot. This script is a set of shell commands that set up basic system services, such as running fsck on hard disks, loading necessary kernel modules, initializing swapping, initializing the network, and mounting disks mentioned in /etc/fstab. This script often invokes various other scripts to do modular initialization.


For example, in the common SysVinit structure, the directory /etc/rc.d/ contains a complex structure of subdirectories whose files specify how to enable and shut down most system services. 


When the sysinit script finishes control returns to init, which then enters the default runlevel, specified in inittab with the initdefault keyword. The runlevel line usually specifies a program like getty, which is responsible for handling communications through the console and ttys. It is the getty program, which prints the familiar ``login:'' prompt. The getty program in turn invokes the login program to handle login validation and to set up user sessions.

7. Setup instructions

7.1. NFS Setup


The administrator maintains the directories that could be mounted from the server on to the client .So when the client issues a mount request the mountd daemon on the server checks the file "/etc/exports" to verify access rights, transfers control to another daemon nfsd which file for corresponding actions. So there exists /etc for the server and /tftpboot/192.10.100.2../etc for the client . There are three main configuration files you will need to edit to set up an NFS server: /etc/exports, /etc/hosts.allow, and /etc/hosts.deny. Strictly speaking, you only need to edit /etc/exports to get NFS to work, but you would be left  insecure setup. 

Make a file named exports as shown below: [# vi  /etc/exports] .

Remember that this is for the server:

/tftpboot/ip address     hostname (rw,no_root_squash)


/home                          hostname (ro,no_root_squash)

/usr           
      hostname (ro,no_root_squash)

/bin           
      hostname (ro,no_root_squash)

/sbin         
      hostname (ro,no_root_squash)

/lib           
                    hostname (ro,no_root_squash)

/etc           
      hostname (ro,no_root_squash)

eg..     /sbin ramanuja(rw,no_root_squash)  

rw :- read-write 

no_root_squash :- make changes in the administrator's files by logging in as root from any client terminal 

The following would be filled in "/tftpboot/192.10.100...../etc/fstab" 

(decide what should be mounted) 

i.e./etc/fstab of clients will be : 

(because it is "/tftpboot/192.10..../etc/.." which will be mounted . 

ip of server:/tftpboot/ip of client/    /         nfs
ro

ip of server:/usr                               /usr    nfs
ro

ip of server:/lib                                /lib     nfs 
ro

ip of server:/root                             /root   nfs
ro

none 


/proc 
proc    
defaults


etc....

// example

192.10.100.1:/tftpboot/192.10.100.2 /  /            nfs  defaults  0 0

192.10.100.1:/tftpboot/192.10.100.2 /etc          nfs  defaults  0 0

192.10.100.1:/bin       /192.10.100.2 /bin           nfs  defaults  0 0

192.10.100.1:/home   /192.10.100.2 /home       nfs  defaults  0 0

/etc/hosts.allow and /etc/hosts.deny


These two files specify which computers on the network can use services on your machine. Each line of the file is an entry listing a service and a set of machines. When the server gets a request from a machine, it does the following:

· It first checks hosts.allow to see if the machine matches a description  listed in there. If it does, then the machine is allowed access.

· If the machine does not match an entry in hosts.allow, the server then checks hosts. deny to see if the client matches a listing in there. If it does then the machine is denied access.

· If the client matches no listings in either file, then it is allowed  access.

      7.2.  Name-address resolution

For small networks  name  address resolution could well be carried out by the server which refers the "/etc/hosts" file .

 [Add to] "/etc/resolve.conf" 

Make a file named resolv.conf in which the server name is added 

nameserver acharya    (or use ADDRESS) 

//eg nameserver 192.10.100.1 //   ( Suppose here "acharya" is the server name) 

Make a file named "/etc/hosts".Add into it each clients name and ip address 

  eg,  address            localhost      localhost.domain

        192.10.100.1    acharya          acharya.mca

        192.10.100.2    ramanuja        ramanuja.mca


This helps in getting connected to a terminal by name rather than ip address .The client needs to know about its ip-address, its kernel image location at the server  and filesystem. 


It gets its request information from the bootpd (bootstraping ) or dhcpd  daemons run at the server . In case of bootp, tftp needs to be run .It is the process, which sends the 'kernel image' for the client from the identified location in the server. 
7.3.  Assigning address to a client and booting


Dynamic host conf. Protocol .Normally a client issues a broadcast message with its hardware address at the time of booting .The server identifies the machine from the hardware addresses and by refering to its "dhcpd.conf" file determines the ip-address as well the location of kernel image .Though dhcpd stands for dynamic address configuration protocol we normally make use of it to assign fixed address by including a clause "fixed-address" 

/etc/rc.d/init.d/dhcpd 

Make a file named dhcpd.conf as shown below:


subnet 192.10.100.0 netmask 255.255.255.0 {



default-lease-time 600;



max-lease-time 7200;



option subnet-mask 255.255.255.0;



option broadcast address 192.10.100.255;


}

host ramanuja {



hardware ethernet //eth address// 



fixed address  192.10.100.2

        filename "/tftpboot/kernel"

 
}

  host jcbose {



hardware ethernet //eth address// 



fixed address  192.10.100.3

        filename "/tftpboot/kernel"

 
}

Setting Run level

Edit  /etc/rc.d/rc3.d    ( Full Multi-user mode)

Edit  /etc/rc.d/rc5.d    ( X11 -------- X – Window)

         Other settings are :

· 0-----------Do not set initdefault to this

· 1-----------Single user mode

· 2---------- Multi user w/o NFS (The same as 3 if you do not have networking)

· 4-----------Unused

· 6---------- Reboot (Do not set initdefault to this)

       Edit /etc/conf.modules addnl. contents should be ...

alias eth0 ne io=0x300 

What this does is tell the program to look for NE based card at the address and see the device they should be assigned. Ethernet devices names are `eth0', `eth1', `eth2' etc. The first card detected by the kernel is assigned `eth0' and the rest are assigned sequentially in the order they are detected.

7.4.  Leases and conf files

Make two empty files by the name 

"/etc/dhcpd.leases" and "/var/lib/dhcpd/dhcpd.leases" . 

#touch /var/lib/dhcpd/dhcpd.leases //create an empty file 

#touch /etc/dhcpd.leases 


An ip address is assigned to a client for say a fixed amount of time (called in network terminology as leases) . An address assigned using dhcpd.conf is thus constrained. If observed clearly it would is often seen that a client stops its operation once the hub is turned off. Nfs is basically stateless -implies that protocol unlike many others does not depend upon a response for previous request. Even if the server is to be rebooted or say crashes the client will not halt ,it continues to (retransmit) forward the same request until the server is in a good shape to respond. Since the contents of a "dhcpd.leases" file is written on to the disk the server on bootup is able to determine the lease given to a particular client  if at all any change is made to dhcpd.conf dhcpd does not restart all by itself .


dhcpd , nfsd , inet are all scripts found under init.d Normally under older versions we do observe a file by the name dhcp however here it has been incorporated by hand and links provide from any of the run levels required under latest versions we however observe that dhcpd daemon is under "/etc/rc.d/init.d" 
7.5. Identification
The server should identify itself in "/etc/sysconf/network" 

The client should identify itself in "tftpboot/192...../etc/sysconf/network" 

details--- 

NAME=......... 
IPADDR=192.10.100...... 

GATEWAY=......... 

7.6. Making our own kernel


Let us consider a filesystem mounted by NFS . Every image of kernel mentions the root filesystem device (root device) in a particular byte or say at a fixed position Do the following commands after all these settings. 

a) netconfig  (to set the ip address of the server)

if you installing the full kernel source, put in a directory where you have permissions 

(create dir Linux under home). Do not use the /usr/src/linux area, because this area is usually incomplete before the creation of kernel.

#cd linux 

#pwd

# /home/linux

b) make mrproper   

     Now  you have the sources correctly installed.

c) make clean ( cleans up old files  that were left behind )

d) make menuconfig

      To  config the basic kernel make config needs bash to work. It will     
       search for bash in /bin/bash and /bin/sh.
Alternative make config commands are

 make menuconfig :  text based color menus, dialogs.

 make xconfig        :  xwindow based configuration tool

 make oldconfig     :  to  carry existing xconfig to a new version with this.

Finally  do 

e) make dep        : to set up all  the dependencies  correctly.

Compiling the kernel

f) gcc –2.xx.xx.

g) make bzImage   : to create a compressed  kernel Image.

If you want to make a boot disk , insert floppy in you’re A: drive and do a

h) make bzdisk


Select support for NFS during kernel compilation .In the Networking options entry when kernel is being loaded by a boot loader it needs to be told  type of root filesystem device, directory to be mounted as root. nfsroot is only a dummy device to tell the kernel to use nfs instead of a real device(say hda7)

nfsroot = 192.9.200.1:/tftpboot/192.9.200.2

We need to copy the kernel image to the bootdisk with dd command and set the root device(rdev) to be /dev/nfsroot

run the dd and rdev commands 

1) mknod  nfsroot b 0 255

     (nfsroot has no significance what is significant is major/minor no:)
2)  dd if = /usr/src/image of=/dev/fd0

3)  rdev   /dev/fd0    /dev/nfsroot

7.7.  Start with these

1) As far as the clients are concerned the administrator should  make a directory "tftpboot" under "/" ( a database)

2) Under  /tftpboot  depending upon the no: of clients for each of them (provided static addressing is used) make a  directory labeled by their addresses

3) Under the directories for each client incorporate all the normal directories which you observe under "/"  proc/tmp/usr could well be empty

   #pwd

   /

   #mkdir tftpboot

   #cd /tftpboot

   #mkdir 192.10.100.2 (and so on for each client)


   #cd 192.10.100.2

   #pwd

   /tftpboot/192.10.100.2 (the ip of a client )

Here create root, proc, tmp, var using  mkdir and create the rest by copying from "/"

4) Copy all the contents the /bin,sbin,dev,etc,mnt,lib to the directories  

/tftpboot/192.10../bin,sbin,dev,etc,mnt,lib 

5)   Copy some files from /var  

      cp –a   /var/lock  /tftpboot/192.10.100.2/var/

8.   Conclusion 


Diskless Linux computer  network will become immensely popular and will be the   product of this century and in the next century.  The diskless Linux computers will be very successful because of the availability of very high-speed network cards at very low prices. Today 100 Megabit per  second (12.5 MB per sec transfer rate) network cards are common and in  about 1 to 2 years 1000 MBit (125 MB per sec transfer rate) network cards will become very cheap and will be the standard.


In near future, Monitor manufacturers will place the CPU, NIC, RAM right inside the monitor to form a diskless computer!!  This eliminates the diskless computer box and saves space. The monitor will have outlet for mouse, keyboard, network RJ45 and power supply.
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ABSTRACT


As technology is advancing rapidly, network cards are becoming cheaper and much faster. With high speed network cards, remote access will become as fast as the local disk access, which makes possible diskless nodes. Diskless Computers do not have any hard-disk, floppy drives and tape drives. They offer significant savings in "Total Cost of Ownership" by eliminating the maintenance costs. When the diskless terminal boots, it downloads the necessary client software from the LTSP server, and from then on runs as a self-contained PC.


Diskless Linux computer will become immensely popular and will be the product of this century and in the next century. The diskless Linux computers will be very successful because of the availability of very high-speed network cards at very low prices. Today 100 Megabit per second (11.92 Megabytes per sec transfer rate) network cards are common and in about 1 to 2 years 1000 MBit (119.2 Megabytes per sec transfer rate) network cards will become very cheap and will be the standard. 


In near future, Monitor manufacturers will place the CPU, NIC, RAM right inside the monitor to form a diskless computer!! This eliminates the diskless computer box and saves space. The monitor will have outlet for mouse, keyboard, network and power supply
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