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Dynamic Loadable Modules 


INTRODUCTION
Kernel is a compressed file which is loaded to RAM when booting the system and creates an environment between the hardware of the computer and the user (operating system). The UNIX kernel acts as a mediator for your programs and your hardware. First, it does (or arranges for) the memory management for all of the running programs (processes), and makes sure that they all get a fair (or unfair, if you please) share of the processor's cycles. In addition, it provides a nice, fairly portable interface for programs to talk to your hardware. 

DYNAMIC LOADABLE MODULES

These are pieces of kernel code, which are not linked (included) directly in the kernel. One compiles them separately, and can insert and remove them into the running kernel at almost any time. 

Modules are pieces of code that can be loaded and unloaded into the kernel upon demand. They extend the functionality of the kernel without the need to reboot the system. For example, one type of module is the device driver, which allows the kernel to access hardware connected to the system.

WRITING A KERNEL MODULE

When the first caveman programmer chiseled the first program on the walls of the first cave computer, it was a program to paint the string `Hello, world' in Antelope pictures. Roman programming textbooks began with the `Salut, Mundi' program. Here's the simplest module possible. 

	#include <linux/module.h>  /* Needed by all modules */

#include <linux/kernel.h>  /* Needed for KERN_ALERT */

int init_module(void)

{

   printk("<1>Hello world 1.\n");

   /* A non 0 return means init_module failed; module can't be loaded. */

   return 0;

}

void cleanup_module(void)

{

  printk(KERN_ALERT "Goodbye world 1.\n");

}  


A kernel module must have at least two functions: a "start" (initialization) function called init_module() which is called when the module is insmoded (loaded)into the kernel, and an "end" (cleanup) function called cleanup_module() which is called just before it is rmmoded(removed) Typically, init_module() either registers a handler for something with the kernel, or it replaces one of the kernel functions with its own code (usually code to do something and then call the original function). The cleanup_module() function is supposed to undo whatever init_module() did, so the module can be unloaded safely.

 printk() was not meant to communicate information to the user, even though we use it for exactly this purpose within this document! It happens to be a logging mechanism for the kernel, and is used to log information or give warnings. Therefore, each printk() statement comes with a priority, which is the <1> you see. There are 8 priorities and the kernel has macros for them, so don't have to use cryptic numbers. a macro can be used instead of the explicit priority level: printk(KERN_ALERT "Hello, world."); There are 8 priority levels. If did not specify a priority level, the default priority, DEFAULT_MESSAGE_LOGLEVEL, will be used. If the priority is less than int console_loglevel, the message is printed on your current terminal. If both syslogd and klogd are running, then the message will also get appended to /var/log/messages, whether it got printed to the console or not. a high priority, like KERN_ALERT, makes sure the printk() messages get printed to console rather than just logged to logfile.

The module_init() and module_exit() Macros

You can rename the init and cleanup functions of your modules; they no longer have to be called init_module() and cleanup_module() respectively. This is done with the module_init() and module_exit() macros. These macros are defined in linux/init.h. The only caveat is that your init and cleanup functions must be defined before calling the macros, otherwise you'll get compilation errors. Here's an example of this technique:

	#include <linux/module.h>   /* Needed by all modules */

#include <linux/kernel.h>   /* Needed for KERN_ALERT */

#include <linux/init.h>     /* Needed for the macros */

int my_wonderful_init(void)

{

   printk(KERN_ALERT "Hello, world 2\n");

   return 0;

}

void my_wonderful_cleanup(void)

{

   printk(KERN_ALERT "Goodbye, world 2\n");

}

module_init(my_wonderful_init);

module_exit(my_wonderful_cleanup);


The __init and __exit Macros

Notice the change in the definitions of the init and cleanup functions. The __init macro will cause the init function to be discarded and its memory reclaimed for the kernel once the init function finishes, but only for built-in drivers. It has no effect for loadable modules.

There is also an __initdata which works similarly to __init but for init variables rather than functions. The __exit macro causes the omission of the function when the module is built into the kernel. This only has an effect for built in modules since they never exit (and hence don't need a cleanup function). It has no effect on loadable modules since they need their cleanup function.
These macros are defined in linux/init.h and serve to free up kernel memory. When you boot your kernel and see something like Freeing unused kernel memory: 236k freed, this is precisely what the kernel is freeing.
	#include <linux/module.h>      /* Needed by all modules */

#include <linux/kernel.h>      /* Needed for KERN_ALERT */

#include <linux/init.h>        /* Needed for the macros */

static int hello3_data __initdata = 3;

static int __init hello3_init_function(void)

{

   printk(KERN_ALERT "Hello, world %d\n", hello3_data);

   return 0;

}

static void __exit hello3_cleanup_function(void)

{

   printk(KERN_ALERT "Goodbye, world 3\n");

}

module_init(hello3_init_function);

module_exit(hello3_cleanup_function);


You may see a directive named "__initfunction()" in drivers written for Linux 
	__initfunction(int init_module(void))

{


printk(KERN_ALERT "Hi there.\n");


return 0;

}


This macro served the same purpose as __init, but is now deprecated in favor of __init. Don't use __initfunction() in your own code.

Passing Command Line Arguments to a Module

Modules can take command line arguments, but not with the argc/argv you might be used to. To allow arguments to be passed to your driver, declare the variables that will take the values of the command line arguments as global and then use the MODULE_PARM macro (defined in linux/module.h) to set the mechanism up. At runtime, insmod will fill the variables with any command line arguments that are given. The variable declarations and macros should be placed at the beginning of the module for clarity. 

The MODULE_PARM macro takes 2 arguments: the name of the variable and its type. The supported variable types are "b": single byte, "h": short int, "i": integer, "l": long int and "s": string. Strings should be declared as "char *" and insmod will allocate memory for them. You should always try to give the variables an initial default value. This is kernel code, and you should program defensively. For example:

	int myint = 3;

char *mystr;

MODULE_PARM (myint, "i");

MODULE_PARM (mystr, "s");


Arrays are supported too. An integer value preceding the type in MODULE_PARM will indicate an array of some maximum length. Two numbers separated by a '-' will give the minimum and maximum number of values. For example, an array of shorts with at least 2 and no more than 4 values could be declared as:
	int myshortArray[4];

MODULE_PARM (myintArray, "2-4i");


A good use for this is to have the module variable's default values set, like which IO port or IO memory to use. If the variables contain the default values, then perform auto detection (explained elsewhere). Otherwise, keep the current value. This will be made clear later on.
	/* hello-5.c - Demonstrates command line argument passing to a module.

 */

#include <linux/module.h>

#include <linux/kernel.h>

#include <linux/init.h>

static int myint = 0;

static char *mystring = "blah";

MODULE_PARM (myint, "i");

MODULE_PARM (mystring, "s");

static int __init hello5_init_function(void)

{

   printk(KERN_ALERT "Hello, world 5\n");

   printk(KERN_ALERT "integer: %i\n", myint);

   printk(KERN_ALERT "string: %s\n", mystring);

   return 0;

}

static void __exit hello5_cleanup_function(void)

{

   printk(KERN_ALERT "Goodbye, world 5\n");

}

module_init(hello5_init_function);

module_exit(hello5_cleanup_function);


COMPILING MODULES

A kernel module is not an independent executable, but an object file which will be linked into the kernel during runtime using insmod. As a result, modules should be compiled with the -c flag. Also, because the kernel makes extensive use of inline functions, modules must be compiled with the optimization flag, -O, although heavy optimization like -O2 is not recommended. Without optimization, some of the assembler macros calls will be mistaken by the compiler for function calls. This will cause loading the module to fail, since insmod won't find those functions in the kernel.

Kernel modules also need to be compiled with certain symbols defined. This is because the kernel header files need to behave differently, depending on whether we're compiling a kernel module or an executable. define symbols using gcc's -D option, and here is a list of symbols that should be defined for every module :
· _KERNEL_: Tells the header files that the code will be run in kernel mode, not as a user process.

· MODULE: Tells the header files to give the appropriate definitions for a kernel module.

· _SMP_: This must be defined if the kernel was compiled to support symmetrical multiprocessing, even if it's running just on one CPU. So, let's look at a simple Makefile for compiling a module:
Makefile for a basic kernel module
	CC=gcc

CFLAGS   := -c -0 -W -Wall -Wstrict-prototypes -Wmissing-prototypes

MODFLAGS := -DMODULE -D__KERNEL__

hello-1.o: hello.c

   ${CC} ${MODCFLAGS} hello.c


LOADING MODULE TO KERNEL

Modules which are already loaded into the kernel can be viewed by running lsmod, which gets its information by reading the file /proc/modules.

Tasks performed during the load operation include: 
· Open the module's object file on disk 

· Allocate kernel memory to hold the module 

· Read the module's object file into memory 

· Load any modules upon which the module depends that are not already loaded 

· Relocate the module's symbols 

· Resolve any external references to kernel symbols made by the module 

· Execute the module's wrapper routine to perform any setup the module requires to initialize itself 

· Logically link the module to the running kernel by creating the module's switch table entries  set a flag that prevents the module from being unloaded by the kernel auto-unload mechanism.
When the kernel needs a feature that is not resident in the kernel, the kernel module daemon kmod execs modprobe to load the module in. modprobe is passed a string in one of two forms:
· A module name like softdog or ppp.

· A more generic identifier like char-major-10-30.
If modprobe is handed a generic identifier, it first looks for that string in the file /etc/modules.conf. If it finds an alias line like:

	   alias char-major-10-30 softdog



it knows that the generic identifier refers to the module softdog.o.

Next, modprobe looks through the file /lib/modules/version/modules.dep, to see if other modules must be loaded before the requested module may be loaded. This file is created by depmod -a and contains module dependencies. For example, msdos.o requires the fat.o module to be already loaded into the kernel. The requested module has a dependency on another module if the other module defines symbols (variables or functions) that the requested module uses.
Lastly, modprobe uses insmod to first load any prerequisite modules into the kernel, and then the requested module. modprobe directs insmod to /lib/modules/version/,the standard directory for modules. insmod is intended to be fairly dumb about the location of modules, whereas modprobe is aware of the default location of modules. So for example, for loading msdos module, you'd have to either run:
	

 insmod /lib/modules/2.5.1/kernel/fs/fat/fat.o



 insmod /lib/modules/2.5.1/kernel/fs/msdos/msdos.o


or just run "modprobe -a msdos".

Linux distros provide modprobe, insmod and depmod as a package called modutils or mod-utils.
	
   #This file is automatically generated by update-modules



 path[misc]=/lib/modules/2.4.?/local


   keep


   path[net]=~p/mymodules


   options mydriver irq=10


   alias eth0 eepro


Lines beginning with a '#' are comments. Blank lines are ignored.

The path[misc] line tells modprobe to replace the search path for misc modules with the directory /lib/modules/2.4.?/local. As you can see, shell meta characters are honored. The path[net] line tells modprobe to look for net modules in the directory ~p/mymodules, however, the "keep" directive preceding the path[net] directive tells modprobe to add this directory to the standard search path of net modules as opposed to replacing the standard search path, as we did for the misc modules.

The alias line says to load in eepro.o whenever kmod requests that the generic identifier `eth0' be loaded. Here there is no lines like "alias block-major-2 floppy" in /etc/modules.conf because modprobe already knows about the standard drivers which will be used on most systems.
Types of modules that can be dynamically loaded include: 
· device drivers (block, character, STREAMS and pseudo) 

· Host Bus Adapter (HBA) drivers 

· STREAMS modules 

· TCP/IP stack modules 

· file systems 

· exec modules 

· system calls 

· miscellaneous modules, such as modules containing code for support routines shared among multiple loadable modules which are not needed in the statically configured kernel 

UNLOADING A MODULE

Loadable modules are considered unloadable if all of the following conditions are true: 

· The module is not currently being used 
· The module is not currently being loaded or unloaded 
· No module that depends on the module is currently loaded 

· Profiling is disabled 
It’s done by using the command rmmod

Tasks performed during the unload operation include: 
· Logically disconnect the module from the running system by removing the module's switch table entry 

· Execute the module's wrapper routine to perform any cleanup the module requires to remove itself from the system 
· Free kernel memory allocated for the module 
Modversioning

A module compiled for one kernel won't load if  boot a different kernel unless CONFIG_MODVERSION  is enabled in the kernel. However, most stock Linux distro kernels come with it turned on. If there is trouble in loading the modules because of versioning errors, compile a kernel with modversioning turned off.

Ironically, this can also cause a problem. By default, gcc on system may look for the kernel headers in their default location rather than where installed the new copy of the kernel (usually in /usr/src/. This can be fixed by using gcc's -I switch.

LICENSING AND MODULE DOCUMENTATION
If you're running kernel 2.4 or later, you might have noticed the message like: "Warning: loading hello-1.o will taint the kernel: no license" when you loaded the previous example modules. In 2.4 and later, a mechanism was devised to identify code licensed under the GPL (and friends) so people can be warned that the code is non open-source. This is accomplished by the MODULE_LICENSE() macro which is demonstrated in the next piece of code. By setting the license to GPL, you can keep the warning from being printed. This mechanism is documented in linux/module.h

A similar mechanism is used to identify the module description "MODULE_DESCRIPTION()", author "MODULE_AUTHOR()" and what device the module supports "MODULE_SUPPORTED_DEVICE()" and is defined in linux/module.h. This info isn't really used by the kernel itself; it's used as documentation and can be viewed by a tool like objdump.

	/* hello-4.c - Demonstrates tainting messages and documentation.

 */

#include <linux/module.h>

#include <linux/kernel.h>

#include <linux/init.h>

#define DRIVER_AUTHOR "Peter Jay Salzman <p@dirac.org>"

#define DRIVER_DESC   "A sample driver"

static int __init hello4_init_function(void)

{

   printk(KERN_ALERT "Hello, world 4\n");

   return 0;

}

static void __exit hello4_cleanup_function(void)

{

   printk(KERN_ALERT "Goodbye, world 4\n");

}

module_init(hello4_init_function);

module_exit(hello4_cleanup_function);

/* You can use strings here or a define, as shown.  It doesn't matter what you

 * actually name the #define's, so "AUTHOR" is as good as "DRIVER_AUTHOR". */

MODULE_AUTHOR(DRIVER_AUTHOR);

MODULE_DESCRIPTION(DRIVER_DESC);

/* This gets rid of the "taint message" by declaring this code as GPL. */

MODULE_LICENSE("GPL");

/* This says that the module uses /dev/testdevice.  It might be used in the

 * future to help automatic configuration of modules, but is currently unused

 * other than documentation purposes. */

MODULE_SUPPORTED_DEVICE("testdevice");


MODULES SPANNING MULTIPLE FILES
Sometimes it makes sense to divide a kernel module between several source files. In this case, you need to:

1. In all the source files but one, add the line #define __NO_VERSION__. This is important because module.h normally includes the definition of kernel_version, a global variable with the kernel version the module is compiled for. If you need version.h, you need to include it yourself, because module.h won't do it for you with __NO_VERSION__.

2. Compile all the source files as usual.

3. Combine all the object files into a single one. Under x86, use ld -m elf_i386 -r -o <module name.o> <1st src file.o> <2nd src file.o>.

Here's an example of such a kernel module.

	/* start.c - Illustration of multi filed modules

 */

#include <linux/kernel.h>       /* We're doing kernel work */

#include <linux/module.h>       /* Specifically, a module */

int init_module(void)

{

  printk("Hello, world - this is the kernel speaking\n");

  return 0;

}





The next file:

	/* stop.c - Illustration of multi filed modules

 */

#if defined(CONFIG_MODVERSIONS) && ! defined(MODVERSIONS)

   #include <linux/modversions.h> /* Will be explained later */

   #define MODVERSIONS

#endif        

#include <linux/kernel.h>  /* We're doing kernel work */

#include <linux/module.h>  /* Specifically, a module  */

#define __NO_VERSION__     /* It's not THE file of the kernel module */

#include <linux/version.h> /* Not included by module.h because of


                                      __NO_VERSION__ */

void cleanup_module()

{

   printk("<1>Short is the life of a kernel module\n");

}  


And finally, the makefile:

Makefile for a multi-filed module
	CC=gcc

MODCFLAGS := -O -Wall -DMODULE -D__KERNEL__

hello.o:
hello2_start.o hello2_stop.o

   ld -m elf_i386 -r -o hello2.o hello2_start.o hello2_stop.o

start.o: hello2_start.c

   ${CC} ${MODCFLAGS} -c hello2_start.c

stop.o: hello2_stop.c

   ${CC} ${MODCFLAGS} -c hello2_stop.c


MODULES VS PROGRAMS
· How modules begin and end
A program usually begins with a main() function, executes a bunch of instructions and terminates upon completion of those instructions. Kernel modules work a bit differently. A module always begin with either the init_module or the function you specify with module_init call. This is the entry function for modules; it tells the kernel what functionality the module provides and sets up the kernel to run the module's functions when they're needed. Once it does this, entry function returns and the module does nothing until the kernel wants to do something with the code that the module provides.
All modules end by calling either cleanup_module or the function you specify with the module_exit call. This is the exit function for modules; it undoes whatever entry function did. It unregisters the functionality that the entry function registered.
Every module must have an entry function and an exit function.
Functions available to modules

Programmers use functions they don't define all the time. A prime example of this is printf(). You use these library functions which are provided by the standard C library, libc. The definitions for these functions don't actually enter your program until the linking stage, which insures that the code (for printf() for example) is available, and fixes the call instruction to point to that code.
Kernel modules are different here, too. In the hello world example, you might have noticed that we used a function, printk() but didn't include a standard I/O library. That's because modules are object files whose symbols get resolved upon insmod'ing. The definition for the symbols comes from the kernel itself; the only external functions you can use are the ones provided by the kernel symbols have been exported by your kernel, can be viewed at /proc/ksyms.
One point to keep in mind is the difference between library functions and system calls. Library functions are higher level, run completely in user space and provide a more convenient interface for the programmer to the functions that do the real work---system calls. System calls run in kernel mode on the user's behalf and are provided by the kernel itself. The library function printf() may look like a very general printing function, but all it really does is format the data into strings and write the string data using the low-level system call write(), which then sends the data to standard output.
You can even write modules to replace the kernel's system calls Crackers often make use of this sort of thing for backdoors or trojans, but you can write your own modules to do more benign things, like have the kernel write Tee hee, that tickles! every time someone tries to delete a file on your system.

User Space vs Kernel Space

A kernel is all about access to resources, whether the resource in question happens to be a video card, a hard drive or even memory. Programs often compete for the same resource. The kernel needs to keep things orderly, when more processes run concurrently, and not give users access to resources whenever they feel like it. To this end, a CPU can run in different modes. Each mode gives a different level of freedom to do what you want on the system. The Intel 80386 architecture has 4 of these modes, which are called rings. Unix uses only two rings; the highest ring (ring 0, also known as `supervisor mode' where everything is allowed to happen) and the lowest ring, which is called `user mode'.

Recall the discussion about library functions vs system calls. Typically, you use a library function in user mode. The library function calls one or more system calls, and these system calls execute on the library function's behalf, but do so in supervisor mode since they are part of the kernel itself. Once the system call completes its task, it returns and execution gets transferred back to user mode.
Name Space

When you write a small C program, you use variables which are convenient and make sense to the reader. If, on the other hand, you're writing routines which will be part of a bigger problem, any global variables you have are part of a community of other peoples' global variables; some of the variable names can clash. When a program has lots of global variables which aren't meaningful enough to be distinguished, you get namespace pollution. In large projects, effort must be made to remember reserved names, and to find ways to develop a scheme for naming unique variable names and symbols.

When writing kernel code, even the smallest module will be linked against the entire kernel, so this is definitely an issue. The best way to deal with this is to declare all your variables as static and to use a well-defined prefix for your symbols. By convention, all kernel prefixes are lowercase. If you don't want to declare everything as static, another option is to declare a symbol table and register it with a kernel. 

The file /proc/ksyms holds all the symbols that the kernel knows about and which are therefore accessible to your modules since they share the kernel's codespace.
Code space

Memory management is a very complicated subject. If you haven't thought about what a segfault really means, you may be surprised to hear that pointers don't actually point to memory locations. Not real ones, anyway. When a process is created, the kernel sets aside a portion of real physical memory and hands it to the process to use for its executing code, variables, stack, heap and other things which a computer scientist would know about. This memory begins with $0$ and extends up to whatever it needs to be. Since the memory space for any two processes don't overlap, every process that can access a memory address, say 0xbffff978, would be accessing a different location in real physical memory! The processes would be accessing an index named 0xbffff978 which points to some kind of offset into the region of memory set aside for that particular process. For the most part, program can't access the space of another process.

The kernel has its own space of memory as well. Since a module is code which can be dynamically inserted and removed in the kernel (as opposed to a semi-autonomous object), it shares the kernel's codespace rather than having its own. Therefore, if your module segfaults, the kernel segfaults. And if you start writing over data because of an off-by-one error, then you're trampling on kernel code. This is even worse than it sounds.

The above mentioned  is true for any operating system which uses a monolithic kernel. There are things called microkernels which have modules which get their own codespace. The GNU Hurd and QNX Neutrino are two examples of a microkernel.

APPLICATION

DEVICE DRIVERS

One class of module is the device driver, which provides functionality for hardware like a TV card or a serial port. On UNIX, each piece of hardware is represented by a file located in /dev named a device file which provides the means to communicate with the hardware. The device driver provides the communication on behalf of a user program. So the es1370.o sound card device driver might connect the /dev/sound device file to the Ensoniq IS1370 sound card. A userspace program like mp3blaster can use /dev/sound without ever knowing what kind of sound card is installed.
Major and Minor Numbers

Here are device files which represent the first three partitions on the primary master IDE hard drive:

	    # ls -l /dev/hda[1-3]

    brw-rw----  1 root  disk  3, 1 Jul  5  2000 /dev/hda1

    brw-rw----  1 root  disk  3, 2 Jul  5  2000 /dev/hda2

    brw-rw----  1 root  disk  3, 3 Jul  5  2000 /dev/hda3








Notice the column of numbers separated by a comma? The first number is called the device's major number. The second number is the minor number. The major number tells you which driver is used to access the hardware. Each driver is assigned a unique major number; all device files with the same major number are controlled by the same driver. All the above major numbers are 3, because they're all controlled by the same driver.

The minor number is used by the driver to distinguish between the various hardware it controls. Returning to the example above, although all three devices are handled by the same driver they have unique minor numbers because the driver sees them as being different pieces of hardware.

Devices are divided into two types: character devices and block devices. The difference is that block devices have a buffer for requests, so they can choose the best order in which to respond to the requests. This is important in the case of storage devices, where it's faster to read or write sectors which are close to each other, rather than those which are further apart. Another difference is that block devices can only accept input and return output in blocks (whose size can vary according to the device), whereas character devices are allowed to use as many or as few bytes as they like. Most devices in the world are character, because they don't need this type of buffering, and they don't operate with a fixed block size. You can tell whether a device file is for a block device or a character device by looking at the first character in the output of ls -l. If it's `b' then it's a block device, and if it's `c' then it's a character device. The devices you see above are block devices. Here are some character devices (the serial ports):

	    crw-rw----  1 root  dial 4, 64 Feb 18 23:34 /dev/ttyS0

    crw-r-----  1 root  dial 4, 65 Nov 17 10:26 /dev/ttyS1

    crw-rw----  1 root  dial 4, 66 Jul  5  2000 /dev/ttyS2

    crw-rw----  1 root  dial 4, 67 Jul  5  2000 /dev/ttyS3





If you want to see which major numbers have been assigned, you can look at /usr/src/linux/Documentation/devices.txt. 
When the system was installed, all of those device files were created by the mknod command. To create a new char device named `coffee' with major/minor number 12 and 2, simply do mknod /dev/coffee c 12 2. You don't have to put your device files into /dev, but it's done by convention. Linux put his device files in /dev, and so should you. However, when creating a device file for testing purposes, it's probably OK to place it in your working directory where you compile the kernel module. Just be sure to put it in the right place when you're done writing the device driver.
I would like to make a few last points which are implicit from the above discussion, but I'd like to make them explicit just in case. When a device file is accessed, the kernel uses the major number of the file to determine which driver should be used to handle the access. This means that the kernel doesn't really need to use or even know about the minor number. The driver itself is the only thing that cares about the minor number. It uses the minor number to distinguish between different pieces of hardware.
Consider these two device files:

	    % ls -l /dev/fd0 /dev/fd0u1680

    brwxrwxrwx   1 root  floppy   2,  0 Jul  5  2000 /dev/fd0

    brw-rw----   1 root  floppy   2, 44 Jul  5  2000 /dev/fd0u1680











By now you can look at these two device files and know instantly that they are block devices and are handled by same driver (block major 2). You might even be aware that these both represent your floppy drive, even if you only have one floppy drive.so there is two files. One represents the floppy drive with 1.44 MB of storage. The other is the same floppy drive with 1.68 MB of storage, and corresponds to what some people call a `superformatted' disk. One that holds more data than a standard formatted floppy. So here's a case where two device files with different minor number actually represent the same piece of physical hardware. So just be aware that the word `hardware' in our discussion can mean something very abstract.

Character Device Drivers

The file_operations Structure

The file_operations structure is defined in linux/fs.h, and holds pointers to functions defined by the driver that perform various operations on the device. Each field of the structure corresponds to the address of some function defined by the driver to handle a requested operation. Every character driver needs to define a function that reads from the device. The file_operations structure holds the address of the module's function that performs that operation. Here is what the definition looks like for kernel 2.4.2:
	struct file_operations {

   struct module *owner;

   loff_t (*llseek) (struct file *, loff_t, int);

   ssize_t (*read) (struct file *, char *, size_t, loff_t *);

   ssize_t (*write) (struct file *, const char *, size_t, loff_t *);

   int (*readdir) (struct file *, void *, filldir_t);

   unsigned int (*poll) (struct file *, struct poll_table_struct *);

   int (*ioctl) (struct inode *, struct file *, unsigned int, unsigned long);

   int (*mmap) (struct file *, struct vm_area_struct *);

   int (*open) (struct inode *, struct file *);

   int (*flush) (struct file *);

   int (*release) (struct inode *, struct file *);

   int (*fsync) (struct file *, struct dentry *, int datasync);

   int (*fasync) (int, struct file *, int);

   int (*lock) (struct file *, int, struct file_lock *);


 ssize_t (*readv) (struct file *, const struct iovec *, unsigned long,

      loff_t *);


 ssize_t (*writev) (struct file *, const struct iovec *, unsigned long,

      loff_t *);

};


Some operations are not implemented by a driver. For example, a driver that handles a video card won't need to read from a directory structure. The corresponding entries in the file_operations structure should be set to NULL.
There is a gcc extension that makes assigning to this structure more convenient. You'll see it in modern drivers, and may catch you by surprise. This is what the new way of assigning to the structure looks like:
	struct file_operations fops = {

   read: device_read,

   write: device_write,

   open: device_open,

   release: device_release

};


The meaning is clear, and you should be aware that any member of the structure which you don't explicitly assign will be initialized to NULL by gcc.
A pointer to a struct file_operations is commonly named fops.
The file structure

Each device is represented in the kernel by a file structure, which is defined in linux/fs.h. Be aware that a file is a kernel level structure and never appears in a user space program. It's not the same thing as a FILE, which is defined by glibc and would never appear in a kernel space function. it represents an abstract open `file', not a file on a disk, which is represented by a structure named inode.

A pointer to a struct file is commonly named filp. You'll also see it refered to as struct file file. Resist the temptation.

Registering A Device

Char devices are accessed through device files, usually located in /dev.The major number tells you which driver handles which device file. The minor number is used only by the driver itself to differentiate which device it's operating on, just in case the driver handles more than one device.

Adding a driver to your system means registering it with the kernel. This is synonymous with assigning it a major number during the module's initialization. You do this by using the register_chrdev function, defined by linux/fs.h.
	int register_chrdev(unsigned int major, const char *name,

   struct file_operations *fops); 





Where unsigned int major is the major number you want to request, const char *name is the name of the device as it'll appear in /proc/devices and struct file_operations *fops is a pointer to the file_operations table for your driver. A negative return value means the registertration failed. Note that we didn't pass the minor number to register_chrdev. That's because the kernel doesn't care about the minor number; only our driver uses it. 

If you pass a major number of 0 to register_chrdev, the return value will be the dynamically allocated major number. The downside is that you can't make a device file in advance, since you don't know what the major number will be. There are a couple of ways to do this. First, the driver itself can print the newly assigned number and we can make the device file by hand. Second, the newly registered device will have an entry in /proc/devices, and we can either make the device file by hand or write a shell script to read the file in and make the device file. The third method is we can have our driver make the device file using the mknod system call after a successful registration and rm during the call to cleanup_module.

Unregistering A Device

We can't allow the kernel module to be rmmod'ed whenever root feels like it. If the device file is opened by a process and then we remove the kernel module, using the file would cause a call to the memory location where the appropriate function (read/write) used to be

Normally, when you don't want to allow something, you return an error code (a negative number) from the function which is supposed to do it. With cleanup_module that's impossible because it's a void function. However, there's a counter which keeps track of how many processes are using your module. You can see what its value by looking at the 3rd field of /proc/modules. If this number isn't zero, rmmod will fail. Note that you don't have to check the counter from within cleanup_module because the check will be performed for you by the system call sys_delete_module, defined in linux/module.c. You shouldn't use this counter directly, but there are macros defined in linux/modules.h which let you increase, decrease and display this counter:
· MOD_INC_USE_COUNT: Increment the use count.

· MOD_DEC_USE_COUNT: Decrement the use count. 

· MOD_IN_USE: Display the use count. 
It's important to keep the counter accurate; if you ever do lose track of the correct usage count, you'll never be able to unload the module and we have to reboot the system.

The /proc File System

In Linux there is an additional mechanism for the kernel and kernel modules to send information to processes --- the /proc file system. Originally designed to allow easy access to information about processes (hence the name), it is now used by every bit of the kernel which has something interesting to report, such as /proc/modules which has the list of modules and /proc/meminfo which has memory usage statistics.

The method to use the proc file system is very similar to the one used with device drivers --- you create a structure with all the information needed for the /proc file, including pointers to any handler functions (in our case there is only one, the one called when somebody attempts to read from the /proc file). Then, init_module registers the structure with the kernel and cleanup_module unregisters it.
The reason we use proc_register_dynamic is because we don't want to determine the inode number used for our file in advance, but to allow the kernel to determine it to prevent clashes. Normal file systems are located on a disk, rather than just in memory (which is where /proc is), and in that case the inode number is a pointer to a disk location where the file's index-node (inode for short) is located. The inode contains information about the file, for example the file's permissions, together with a pointer to the disk location or locations where the file's data can be found.
Because we don't get called when the file is opened or closed, there's no where for us to put MOD_INC_USE_COUNT and MOD_DEC_USE_COUNT in this module, and if the file is opened and then the module is removed, there's no way to avoid the consequences. In the next chapter we'll see a harder to implement, but more flexible, way of dealing with /proc files which will allow us to protect against this problem as well.

Talking to Device Files (writes and IOCTLs)}

Device files are supposed to represent physical devices. Most physical devices are used for output as well as input, so there has to be some mechanism for device drivers in the kernel to get the output to send to the device from processes. This is done by opening the device file for output and writing to it, just like writing to a file.

This is not always enough. Imagine you had a serial port connected to a modem (even if you have an internal modem, it is still implemented from the CPU's perspective as a serial port connected to a modem, and so you don't have to tax your imagination too hard). The natural thing to do would be to use the device file to write things to the modem (either modem commands or data to be sent through the phone line) and read things from the modem (either responses for commands or the data received through the phone line). However, this leaves open the question of what to do when you need to talk to the serial port itself, for example to send the rate at which data is sent and received.

The answer in Unix is to use a special function called ioctl (short for Input Output ConTroL). Every device can have its own ioctl commands, which can be read ioctl's (to send information from a process to the kernel), write ioctl's (to return information to a process), both or neither. The ioctl function is called with three parameters: the file descriptor of the appropriate device file, the ioctl number, and a parameter, which is of type long so you can use a cast to use it to pass anything. 

The ioctl number encodes the major device number, the type of the ioctl, the command, and the type of the parameter. This ioctl number is usually created by a macro call (_IO, _IOR, _IOW or _IOWR --- depending on the type) in a header file. This header file should then be included both by the programs which will use ioctl (so they can generate the appropriate ioctl's) and by the kernel module (so it can understand it). 

System Calls

The real process to kernel communication mechanism, the one used by all processes, is system calls. When a process requests a service from the kernel (such as opening a file, forking to a new process, or requesting more memory), this is the mechanism used. If you want to change the behaviour of the kernel in interesting ways, this is the place to do it. To see which system calls a program uses, run strace <arguments>.

In general, a process is not supposed to be able to access the kernel. It can't access kernel memory and it can't call kernel functions. The hardware of the CPU enforces this (that's the reason why it's called `protected mode').

System calls are an exception to this general rule. What happens is that the process fills the registers with the appropriate values and then calls a special instruction which jumps to a previously defined location in the kernel (of course, that location is readable by user processes, it is not writable by them). Under Intel CPUs, this is done by means of interrupt 0x80. The hardware knows that once you jump to this location, you are no longer running in restricted user mode, but as the operating system kernel --- and therefore you're allowed to do whatever you want.

The location in the kernel a process can jump to is called system_call. The procedure at that location checks the system call number, which tells the kernel what service the process requested. Then, it looks at the table of system calls (sys_call_table) to see the address of the kernel function to call. Then it calls the function, and after it returns, does a few system checks and then return back to the process (or to a different process, if the process time ran out). 

So, if we want to change the way a certain system call works, what we need to do is to write our own function to implement it (usually by adding a bit of our own code, and then calling the original function) and then change the pointer at sys_call_table to point to our function. Because we might be removed later and we don't want to leave the system in an unstable state, it's important for cleanup_module to restore the table to its original state.

The init_module function replaces the appropriate location in sys_call_table and keeps the original pointer in a variable. The cleanup_module function uses that variable to restore everything back to normal. This approach is dangerous, because of the possibility of two kernel modules changing the same system call. Imagine we have two kernel modules, A and B. A's open system call will be A_open and B's will be B_open. Now, when A is inserted into the kernel, the system call is replaced with A_open, which will call the original sys_open when it's done. Next, B is inserted into the kernel, which replaces the system call with B_open, which will call what it thinks is the original system call, A_open, when it's done.

Now, if B is removed first, everything will be well --- it will simply restore the system call to A_open, which calls the original. However, if A is removed and then B is removed, the system will crash. A's removal will restore the system call to the original, sys_open, cutting B out of the loop. Then, when B is removed, it will restore the system call to what it thinks is the original, A_open, which is no longer in memory. At first glance, it appears we could solve this particular problem by checking if the system call is equal to our open function and if so not changing it at all (so that B won't change the system call when it's removed), but that will cause an even worse problem. When A is removed, it sees that the system call was changed to B_open so that it is no longer pointing to A_open, so it won't restore it to sys_open before it is removed from memory. Unfortunately, B_open will still try to call A_open which is no longer there, so that even without removing B the system would crash.

There are two ways to prevent this problem. The first is to restore the call to the original value, sys_open. But sys_open is not part of the kernel system table in /proc/ksyms, so we can't access it. The other solution is to use the reference count to prevent root from rmmod'ing the module once it is loaded.

Scheduling Tasks

We have "housekeeping" tasks which have to be done at a certain time, or every so often. If the task is to be done by a process, we do it by putting it in the crontab file. If the task is to be done by a kernel module, we have two possibilities. The first is to put a process in the crontab file which will wake up the module by a system call when necessary, for example by opening a file. This is terribly inefficient, however -- we run a new process off of crontab, read a new executable to memory, and all this just to wake up a kernel module which is in memory anyway. 

Instead of doing that, we can create a function that will be called once for every timer interrupt. The way we do this is we create a task, held in a tq_struct structure, which will hold a pointer to the function. Then, we use queue_task to put that task on a task list called tq_timer, which is the list of tasks to be executed on the next timer interrupt. Because we want the function to keep on being executed, we need to put it back on tq_timer whenever it is called, for the next timer interrupt. 

There's one more point we need to remember here. When a module is removed by rmmod, first its reference count is checked. If it is zero, module_cleanup is called. Then, the module is removed from memory with all its functions. Nobody checks to see if the timer's task list happens to contain a pointer to one of those functions, which will no longer be available. Ages later (from the computer's perspective, from a human perspective it's nothing, less than a hundredth of a second), the kernel has a timer interrupt and tries to call the function on the task list. Unfortunately, the function is no longer there. In most cases, the memory page where it sat is unused, and you get an ugly error message. But if some other code is now sitting at the same memory location, things could get very ugly. Unfortunately, we don't have an easy way to unregister a task from a task list. 

Since cleanup_module can't return with an error code (it's a void function), the solution is to not let it return at all. Instead, it calls sleep_on or module_sleep_on to put the rmmod process to sleep. Before that, it informs the function called on the timer interrupt to stop attaching itself by setting a global variable. Then, on the next timer interrupt, the rmmod process will be woken up, when our function is no longer in the queue and it's safe to remove the module

Interrupt Handlers

one job of kernel  is to speak to the hardware connected to the machine. There are two types of interaction between the CPU and the rest of the computer's hardware. The first type is when the CPU gives orders to the hardware, the other is when the hardware needs to tell the CPU something. The second, called interrupts, is much harder to implement because it has to be dealt with when convenient for the hardware, not the CPU. Hardware devices typically have a very small amount of RAM, and if you don't read their information when available, it is lost. 
Under Linux, hardware interrupts are called IRQs (short for Interrupt Requests). There are two types of IRQs, short and long. A short IRQ is one which is expected to take a very short period of time, during which the rest of the machine will be blocked and no other interrupts will be handled. A long IRQ is one which can take longer, and during which other interrupts may occur (but not interrupts from the same device). If at all possible, it's better to declare an interrupt handler to be long. 

When the CPU receives an interrupt, it stops whatever it's doing (unless it's processing a more important interrupt, in which case it will deal with this one only when the more important one is done), saves certain parameters on the stack and calls the interrupt handler. This means that certain things are not allowed in the interrupt handler itself, because the system is in an unknown state. The solution to this problem is for the interrupt handler to do what needs to be done immediately, usually read something from the hardware or send something to the hardware, and then schedule the handling of the new information at a later time (this is called the "bottom half") and return. The kernel is then guaranteed to call the bottom half as soon as possible -- and when it does, everything allowed in kernel modules will be allowed. 
The way to implement this is to call request_irq to get your interrupt handler called when the relevant IRQ is received (there are 15 of them, plus 1 which is used to cascade the interrupt controllers, on Intel platforms). This function receives the IRQ number, the name of the function, flags, a name for /proc/interrupts and a parameter to pass to the interrupt handler. The flags can include SA_SHIRQ to indicate you're willing to share the IRQ with other interrupt handlers (usually because a number of hardware devices sit on the same IRQ) and SA_INTERRUPT to indicate this is a fast interrupt. This function will only succeed if there isn't already a handler on this IRQ, or if you're both willing to share. 
Then, from within the interrupt handler, we communicate with the hardware and then use queue_task_irq with tq_immediate and mark_bh(BH_IMMEDIATE) to schedule the bottom half. The reason we can't use the standard queue_task in version 2.0 is that the interrupt might happen right in the middle of somebody else's queue_task. We need mark_bh because earlier versions of Linux only had an array of 32 bottom halves, and now one of them (BH_IMMEDIATE) is used for the linked list of bottom halves for drivers which didn't get a bottom half entry assigned to them. 

Symmetrical Multi-Processing

One of the easiest (read, cheapest) ways to improve hardware performance is to put more than one CPU on the board. This can be done either making the different CPUs take on different jobs (asymmetrical multi-processing) or by making them all run in parallel, doing the same job (symmetrical multi-processing, a.k.a. SMP). asymmetrical multi-processing is unavailable in a general purpose operating system such as Linux. On the other hand, symmetrical multi-processing is relatively easy to implement. 
In a symmetrical multi-processing environment, the CPUs share the same memory, and as a result code running in one CPU can affect the memory used by another. You can no longer be certain that a variable you've set to a certain value in the previous line still has that value.
In the case of process programming this normally isn't an issue, because a process will normally only run on one CPU at a time. The kernel, on the other hand, could be called by different processes running on different CPUs. 
In version 2.0.x, this isn't a problem because the entire kernel is in one big spinlock. This means that if one CPU is in the kernel and another CPU wants to get in, for example because of a system call, it has to wait until the first CPU is done. This makes Linux SMP safe, but terribly inefficient. 
CONCLUSION

Without modules, we would have to build monolithic kernels and add new functionality directly into the kernel image. Besides having larger kernels, this has the disadvantage of requiring us to rebuild and reboot the kernel every time we want new functionality. It takes time and an error in the code will destroy the existing kernel of the system.

Due to its flexibility, this is now the preferred way to code certain kernel features. Many popular device drivers, such as the PCMCIA drivers and the QIC-80/40 tape driver are loadable modules. 

Researches are mainly going on not to improve the module language but to implement module programming from user interface that is using the usual computer languages. The importance of module programming comes when considering its applications.
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ABSTRACT

Loadable modules are pieces of object code that can be injected into a running program. The program source code is not modified and does not need to be recompiled. Once the module is loaded it can manipulate host program data and call program functions. Usually the host program delegates some optional processing to loadable modules so that users can modify and enhance the functionality of program without modifying or even understanding much of original source code.
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