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INTRODUCTION


Computer security is a hard problem. Security on networked computer is much harder. The administrator of a single host can with great deal of care and attention do adequate job of keeping the machine secure. If the machine is connected in a network, the situation is difficult.

First, there are many entry points to the machine in a network that mist be secured. The mailer, networked file system, database servers are all potential sources of danger. Further the authentication used by some protocols is inadequate. Second, there’re now more points from which an attack cane launched as networked computer, can be reached from any point on the network, and internet reaches millions of users in every part of the globe. Finally, networks expose computers to the problem of transitive trust.

The Intrusion Detection System (IDS) is definitely absolution to this problem, which detects the attack to machine in the network and generates timely alerts to save the machine. IDS when used properly can enhance the network security. 
INTRUSION DETECTION SYSTEMS

An intrusion is somebody ("hacker" or "cracker") attempting to break into or misuse your system. The word "misuse" is broad, and can reflect something severe as stealing confidential data to something minor such as misusing your email system for spam. An "Intrusion Detection System (IDS)" is a system for detecting such intrusions. 
“An intrusion detection system [IDS] is system that tries to detect and alert on attempted intrusions into a system or network where an intrusion is considered to be any unauthorized or unwanted activity on that system on network.” 
Intrusion detection (ID) is an important component of a security system, and it complements other security technologies. By providing information to site administration, ID allows not only for the detection of attacks explicitly addressed by other security components (such as firewalls and service wrappers), but also attempts to provide notification of new attacks unforeseen by other components. IDS also provide forensic information that potentially allows organizations to discover the organs of an attack. 
IDS are a combination of early warning and alarm systems. Let’s use one’s house as an analogy. The locks on its windows and doors stop strangers from gaining access to the house. These are the firewall. The IDS is the alarm system. When some one attempts to force entry into the house, the alarm will sound to scare off the intruder (a reactive IDS), or it might make silent telephone call to the local police station (a passive IDS). 
IDS are commercial software, which runs on dedicated computer in network. Most traditional IDS take either a network- or host-based approach to recognizing and deflecting attacks in either case, the IDS checks each and every information packet for attack signatures, specific patterns that usually indicate malicious or suspicious intent. IDS do this by taking copy of any packet that is transmitted inside the network or between the internal and external network. When an IDS looks for these patterns in network traffic, it’s network-based. When an IDS looks for attack signatures in log files, it’s host-based. Each approach has its strengths and weakness; each is complementary to the other. Truly effective IDS will employ both technologies.
EXPLOITS
1. CGI scripts
CGI programs are notoriously insecure. Typical security holes include passing tainted input directly to the command shell via the use of shell metacharacters, using hidden variables specifying any filename on the system, and otherwise revealing more about the system than is good. The most well-known CGI bug is the 'phf' library shipped with NCSA httpd. The 'phf' library is supposed to allow server-parsed HTML, but can be exploited to give back any file. Other well-known CGI scripts that an intruder might attempt to exploit are: TextCounter, GuestBook, EWS, info2www, Count.cgi, handler, webdist.cgi, php.cgi, files.pl, nph-test-cgi, nph-publish, AnyForm, FormMail. If you see somebody trying to access one or all of these CGI scripts (and you don't use them), then it is clear indication of an intrusion attempt (assuming you don't have a version installed that you actually want to use). 

2.  Web server attacks

Beyond the execution of CGI programs, web servers have other possible holes. A large number of self-written web servers (include IIS 1.0 and NetWare 2.x) have hole whereby a file name can include a series of "../" in the path name to move elsewhere in the file system, getting any file. Another common bug is buffer overflow in the request field or in one of the other HTTP fields. 

Web server often has bugs related to their interaction with the underlying operating system. An old hole in Microsoft IIS have been dealing with the fact that files have two names, a long filename and a short 8.3 hashed equivalent that could sometimes be accessed bypassing permissions. NTFS (the new file system) has a feature called "alternate data streams" that is similar to the Macintosh data and resource forks. You could access the file through its stream name by appending "::$DATA" in order to see a script rather than run it. 

Servers have long had problems with URLs. For example, the "death by a thousand slashes" problem in older Apache would cause huge CPU loads as it tried to process each directory in a thousand slash URL. 

3. Web browser attacks

It seems that all of Microsoft's and Netscape's web browsers have security holes (though, of course, the latest ones never have any that we know about -- yet). This includes URL, HTTP, HTML, JavaScript, Frames, Java, and ActiveX attacks. 

URL fields can cause a buffer overflow condition, either as it is parsed in the HTTP header, as it is displayed on the screen, or processed in some form (such as saved in the cache history). Also, an old bug with Internet Explorer allowed interaction with a bug whereby the browser would execute .LNK or .URL commands. 

HTTP headers can be used to exploit bugs because some fields are passed to functions that expect only certain information. 

HTML can be often exploited, such as the MIME-type overflow in Netscape Communicator's <EMBED> command. 

JavaScript is a perennial favorite, and usually tries to exploit the "file upload" function by generating a filename and automatically hidden the "SUBMIT" button. There have been many variations of this bug fixed, then new ways found to circumvent the fixes. 

Frames are often used as part of a JavaScript or Java hack (for example, hiding web-pages in 1px by 1px sized screens), but they present special problems. For example, I can include a link to a trustworthy site that uses frames, and then replace some of those frames with web pages from my own site, and they will appear to you to be part of that remote site. 

Java has a robust security model, but that model has proven to have the occasional bug (though compared to everything else, it has proven to be one of the most secure elements of the whole system). Moreover, its robust security may be its undoing: Normal Java applets have no access to the local system, but sometimes they would be more useful if they did have local access. Thus, the implementation of "trust" models that can more easily be hacked. 

ActiveX is even more dangerous than Java as it works purely from a trust model and runs native code. You can even inadvertently catch a virus that was accidentally imbedded in some vendor's code. 

4. SMTP (SendMail) attacks

SendMail is an extremely complicated and widely used program, and as a consequence, has been the frequent source of security holes. In the old days (of the '88 Morris Worm), hackers would take advantage of a hole in the DEBUG command or the hidden WIZ feature to break into SMTP. These days, they often try buffer overruns. SMTP also can be exploited in reconnaissance attacks, such as using the VRFY command to find user names. 
 Access
Failed login attempts, failed file access attempts, password cracking, administrative powers abuse 
 IMAP

Users retrieve e-mail from servers via the IMAP protocol (in contrast, SMTP transfers e-mail between servers). Hackers have found a number of bugs in several popular IMAP servers. 

IP spoofing

There is a range of attacks that take advantage of the ability to forge (or 'spoof') your IP address. While a source address is sent along with every IP packet, it isn't actually used for routing. This means an intruder can pretend to be you when talking to a server. The intruder never sees the response packets (although your machine does, but throws them away because they don't match any requests you've sent). The intruder won't get data back this way, but can still send commands to the server pretending to be you. 

IP spoofing is frequently used as part of other attacks: 

SMURF 

Where the source address of a broadcast ping is forged so that a huge number of machines respond back to victim indicated by the address, overloading it (or its link). 

TCP sequence number prediction 

In the startup of a TCP connection, you must choose a sequence number for your end, and the server must choose a sequence number for its end. Older TCP stacks choose predictable sequence numbers, allowing intruders to create TCP connections from a forged IP address (for which they will never see the response packets) that presumably will bypass security. 

POSSIBLE NETWORK THREATS AND ITS SOURCES
1. RECONAISSANCE

(a) Outside reconnaissance
 The intruder will find out as much as possible without actually giving themselves away. They will do this by finding public information or appearing as a normal user. In this stage, you really can't detect them. The intruder will do a 'whois' lookup to find as much information as possible about your network as registered along with your Domain Name (such as foobar.com. The intruder might walk through your DNS tables (using 'nslookup', 'dig', or other utilities to do domain transfers) to find the names of your machines. The intruder will browse other public information, such as your public web sites and anonymous FTP sites. The intruder might search news articles and press releases about your company. 

(b) Inside reconnaissance

 The intruder uses more invasive techniques to scan for information, but still doesn't do anything harmful. They might walk through all your web pages and look for CGI scripts (CGI scripts are often easily hacked). They might do a 'ping' sweep in order to see which machines are alive. They might do a UDP/TCP scan/strobe on target machines in order to see what services are available. They'll run utilities like 'rcpinfo', 'showmount', 'snmpwalk', etc. in order to see what's available. At this point, the intruder has done 'normal' activity on the network and has not done anything that can be classified as an intrusion. At this point, a NIDS will be able to tell you that "somebody is checking door handles", but nobody has actually tried to open a door yet. 

2. EXPLOIT
 The intruder crosses the line and starts exploiting possible holes in the target machines. The intruder may attempt to compromise a CGI script by sending shell commands in input fields. The intruder might attempt to exploit well-known buffer-overrun holes by sending large amounts of data. The intruder may start checking for login accounts with easily guessable (or empty) passwords. The hacker may go through several stages of exploits. For example, if the hacker was able to access a user account, they will now attempt further exploits in order to get root/admin access. 

BUGS ON A HOST MACHINE IN THE NETWORK
Software always has bugs. System Administrators and Programmers can never track down and eliminate all possible holes. Intruders have only to find one hole to break in. 

1. Software bugs

Software bugs are exploited in the server daemons, the client applications, the operating system, and the network stack. Software bugs can be classified in the following manner: 

Buffer overflows: Almost all the security holes you read about in the press are due to this problem. A typical example is a programmer who sets aside 256 characters to hold a login username. Surely, the programmer thinks, nobody will ever have a name longer than that. But a hacker thinks, what happens if I enter in a false username longer than that? Where do the additional characters go? If they hackers do the job just right, they can send 300 characters, including code that will be executed by the server, and voila, they've broken in. Hackers find these bugs in several ways. First of all, the source code for a lot of services is available on the net. Hackers routinely look through this code searching for programs that have buffer overflow problems. Secondly, hackers may look at the programs themselves to see if such a problem exists, though reading assembly output is really difficult. Thirdly, hackers will examine every place the program has input and try to overflow it with random data. If the program crashes, there is a good chance that carefully constructed input will allow the hacker to break in. Note that this problem is common in programs written in C/C++, but rare in programs written in Java. 

Unexpected combinations: Programs are usually constructed using many layers of code, including the underlying operating system as the bottom most layer. Intruders can often send input that is meaningless to one layer, but meaningful to another layer. The most common language for processing user input on the web is PERL. Programs written in PERL will usually send this input to other programs for further evaluation. A common hacking technique would be to enter something like "| mail < /etc/passwd". This gets executed because PERL asks the operating system to launch an additional program with that input. However, the operating system intercepts the pipe '|' character and launches the 'mail' program as well, which causes the password file to be emailed to the intruder. 

2. System configuration

System configuration bugs can be classified in the following manner: 

Default configurations: Most systems are shipped to customers with default, easy-to-use configurations. Unfortunately, "easy-to-use" means "easy-to-break-in". Almost any UNIX or WinNT machine shipped to you can be hacked in easily. 

Lazy administrators: A surprising number of machines are configured with an empty root/administrator password. This is because the administrator is too lazy to configure one right now and wants to get the machine up and running quickly with minimal fuss. Unfortunately, they never get around to fixing the password later, allowing intruders easy access. One of the first things an intruder will do on a network is to scan all machines for empty passwords. 

Trust relationships: Intruders often "island hop" through the network exploiting trust relationships. A network of machines trusting each other is only as secure as its weakest link. 

3. Password cracking

This is a special category all to itself. 

Really weak passwords: Most people use the names of themselves, their children, spouse/SO, pet, or car model as their password. Then there are the users who choose "password" or simply nothing. This gives a list of less than 30 possibilities that an intruder can type in for themselves. 

Dictionary attacks: Failing the above attack, the intruder can next try a "dictionary attack". In this attack, the intruder will use a program that will try every possible word in the dictionary. Dictionary attacks can be done either by repeatedly logging into systems, or by collecting encrypted passwords and attempting to find a match by similarly encrypting all the passwords in the dictionary. Intruders usually have a copy of the English dictionary as well as foreign language dictionaries for this purpose. They all use additional dictionary-like databases, such as names (see above) and list of common passwords. 

Brute force attacks: Similar to a Dictionary attack, an intruder may try all possible combinations of characters. A short 4-letter password consisting of lower-case letters can be cracked in just a few minutes (roughly, half a million possible combinations). A long 7-character password consisting of upper and lower case, as well as numbers and punctuation (10 trillion combinations) can take months to crack assuming you can try a million combinations a second (in practice, a thousand combinations per second is more likely for a single machine). 

4. Sniffing unsecured traffic

Shared medium: On traditional Ethernet, all you have to do is put a Sniffer on the wire to see all the traffic on a segment. This is getting more difficult now that most corporations are transitioning to switched Ethernet. 

Server sniffing: However, on switched networks, if you can install a sniffing program on a server (especially one acting as a router), you can probably use that information to break into client machines and trusted machines as well. For example, you might not know a user's password, but sniffing a Telnet session when they log in will give you that password. 

Remote sniffing: A large number of boxes come with RMON enabled and public community strings. While the bandwidth is really low (you can't sniff all the traffic), it presents interesting possibilities. 

5. Design flaws

Even if a software implementation is completely correct according to the design, there still may be bugs in the design itself that leads to intrusions. 

TCP/IP protocol flaws: The TCP/IP protocol was designed before we had much experience with the wide-scale hacking we see today. As a result, there are a number of design flaws that lead to possible security problems. Some examples include smurf attacks, ICMP Unreachable disconnects, IP spoofing, and SYN floods. The biggest problem is that the IP protocol itself is very "trusting": hackers are free to forge and change IP data with impunity. IPsec (IP security) has been designed to overcome many of these flaws, but it is not yet widely used. 

UNIX design flaws: There are number of inherent flaws in the UNIX operating system that frequently lead to intrusions. The chief problem is the access control system, where only 'root' is granted administrative rights. Win 95/98 operating system also has certain design flaws; its password management is also poor.

HOW INTRUDERS GET INTO THE SYSTEM?

The primary ways an intruder can get into a system: 

Physical Intrusion: If an intruders have physical access to a machine (i.e. they can use the keyboard or take apart the system), they will be able to get in. Techniques range from special privileges the console has, to the ability to physically take apart the system and remove the disk drive (and read/write it on another machine). Even BIOS protection is easy to bypass: virtually all BIOS’s have backdoor passwords. 

System Intrusion: This type of hacking assumes the intruder already has a low-privilege user account on the system. If the system doesn't have the latest security patches, there is a good chance the intruder will be able to use a known exploit in order to gain additional administrative privileges. 

Remote Intrusion: This type of hacking involves an intruder who attempts to penetrate a system remotely across the network. The intruder begins with no special privileges. There are several forms of this hacking. For example, an intruder has a much more difficult time if there exists a firewall on between him/her and the victim machine.

FIREWALLS AND IDS
 A common misunderstanding is that firewalls recognize attacks and block them. This is not true. 

Firewalls are simply a device that shuts off everything, and then turns back on only a few well-chosen items. In a perfect world, systems would already be "locked down" and secure, and firewalls would be unneeded. The reason we have firewalls is precisely because security holes are left open accidentally. 

Thus, when installing a firewall, the first thing it does is stops ALL communication. The firewall administrator then carefully adds "rules" that allow specific types of traffic to go through the firewall. For example, a typical corporate firewall allowing access to the Internet would stop all UDP and ICMP datagram traffic, stops incoming TCP connections, but allows outgoing TCP connections. This stops all incoming connections from Internet hackers, but still allows internal users to connect in the outgoing direction. 

A firewall is simply a fence around you network, with a couple of well chosen gates. A fence has no capability of detecting somebody trying to break in (such as digging a hole underneath it), nor does a fence know if somebody coming through the gate is allowed in. It simply restricts access to the designated points. 

In summary, a firewall is not the dynamic defensive system that users imagine it to be. In contrast, an IDS is much more of that dynamic system. An IDS does recognize attacks against the network that firewalls are unable to see. 

For example, in April of 1999, many sites were hacked via a bug in Cold Fusion. These sites all had firewalls that restricted access only to the web server at port 80. However, it was the web server that was hacked. Thus, the firewall provided no defense. On the other hand, an intrusion detection system would have discovered the attack, because it matched the signature configured in the system. 


Another problem with firewalls is that they are only at the boundary to your network. Roughly 80% of all financial losses due to hacking come from inside the network. A firewall a perimeter of the network sees nothing going on inside; it only sees that traffic which passes between the internal network and the Internet. 

Some reasons for adding IDS to you firewall are: 

· Double-checks misconfigured firewalls. 

· Catches attacks that firewalls legitimate allow through 

· Catches attempts that fail. 

· Catches insider hacking. 


Remember that firewalls are simple rule-based systems that allow/deny traffic going through them. Even "content inspection" style firewalls do not have the capability to clearly say whether the traffic constitutes an attack; they only determine whether it matches their rules or not. 


For example, a firewall in front of a web server might block all traffic except for TCP connections to port 80. As far as the firewall is concerned, any port-80 traffic is legitimate. An IDS, on the other hand, examines that same traffic and looks for pattern of attack. An IDS system doesn't really care if the manager decided to allow port 80 and deny the rest: as far as the IDS are concerned, all traffic is suspicious. 


This means that IDS must look at the same source of data as the firewall: namely, the raw network traffic on the wire. If an IDS sat "downstream" from the firewall instead of side-by-side, it would be limited to only those things the firewall considered attacks. In the above example, the firewall would never pass port 80 traffic to the IDS. 
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IDS #1 

Few IDSs work this way. Firewalls don't produce enough information in order to effectively detect intrusions. 

IDS #2 

This popular placement of IDS detects attacks that successfully penetrate the firewall. 

IDS #3 

This placement detects attacks that are attempted against the firewall. 

IDS #4 

By placing intrusion detection systems throughout a corporate network, attacks by insiders will be detected. 
ARCHITECTURE
1. Different types of IDS 
2. Different intrusion detection mechanisms

3. Actions taken by IDS on detecting a malicious attack

4. Deployment of IDS in the network

DIFFERENT TYPES OF IDS
Intrusion detection systems can be categorized in the following ways


Network – based IDS and Host-based IDS systems
1. Network-based IDS

         Network-based systems examine the individual packets flowing through a network. Unlike firewalls, which typically only look at IP addresses, ports and ICMP types. Network based intrusion detection systems (“NIDS”) are able to understand all the different flags and options that can exist within a network packet. A NIDS can therefore detect maliciously crafted packets that are designed to be overlooked by a firewall’s relatively simplistic filtering rules. Hackers often craft such traffic in order to “map out” a network, as a form of pre-attack reconnaissance. A NIDS may run either on the target machine who watches its own traffic (usually integrated with the stack and service themselves), or on an independent machine promiscuously watching all network traffic (hub, router, probe).
        A network IDS uses network cards in promiscuous mode, sniffing all packets on each network segment. A typical network IDS consists of one or more sensors and a console to aggregate and analyze data from the sensors.

        Its attack recognition modules use three common techniques to recognize an attack signature.

· Pattern, expression or bytecode matching,
· Frequency or threshold crossing

· Correlation of lesser events

· Statistical anomaly detection

         Once an attack has been detected, the IDS’ response module provides a variety of options to notify, alert and take action in response to the attack. These responses vary by product, but usually involve administrator notification, connection termination and/or session recording for forensic analysis and evidence collection.

2. Host-based IDS

                  Whilst network-based IDS look at all the traffic flowing by on your network, host-based intrusion detection systems are concerned with what is happening on each individual computer or “host”. They are able to detect such things as repeated failed access attempts or changes to critical systems files. A host-based IDS looks only at packets addressed to the computer on which it resides and/or watches processes inside the host.

              Host based IDS typically monitor system, event, and security logs on Windows NT and syslog in UNIX environment. When any of these file change, the IDS compare the new log entry with attack signatures to see if there is match. If so, the system responds with administrator alerts and other calls to action.


Host-based IDS have grown to include other technologies. One popular method for detecting intrusions checks key system files and executable’s via check sums at regular intervals for unexpected changes. The timeliness of the response is in direct relation to the frequency of the polling interval. Finally, some products listen to port activity and alert administrators when specific ports are accessed. 

A hybrid IDS combines a host IDS with a network IDS. Exactly how this works depends on the product, making hybrid IDS hard to define.

3. Network Node Intrusion Detection Systems (NNIDS)

NNIDS systems are ideally suited to be on critical systems, such as database servers and backup servers. This IDS system detects attacks only against the network node on which it is installed; it does not worry about any other attacks that may be occurring on other parts of the network. This limits the scope of the NNIDS, but allows extra detection abilities for mission critical systems.

DIFFERENT INTRUSION DETECTION MECHANISMS
1. Anomaly detection 

The most common way people approach network intrusion detection is to detect statistical anomalies. The idea behind this approach is to measure a "baseline" of such stats as CPU utilization, disk activity, user logins, file activity, and so forth. Then, the system can trigger when there is a deviation from this baseline. 

The benefit of this approach is that it can detect the anomalies without having to understand the underlying cause behind the anomalies. 

For example, let's say that you monitor the traffic from individual workstations. Then, the system notes that at 2am, a lot of these workstations start logging into the servers and carrying out tasks. This is something interesting to note and possibly take action on. 

2. Signature recognition 

The majority of commercial products are based upon examining the traffic looking for well-known patterns of attack. This means that for every hacker technique, the engineers code something into the system for that technique. 

This can be as simple as a pattern match. The classic example is to example every packet on the wire for the pattern "/cgi-bin/phf?” which might indicate somebody attempting to access this vulnerable CGI script on a web-server. Some IDS systems are built from large databases that contain hundreds (or thousands) of such strings. They just plug into the wire and trigger on every packet they see that contains one of these strings

ACTIONS TAKEN BY IDS ON DETECTING A MALICIOUS ATTACK

Reconfigure firewall 

Configure the firewall to filter out the IP address of the intruder. However, this still allows the intruder to attack from other addresses. Checkpoint firewall's support a "Suspicious Activity Monitoring Protocol (SAMP)" for configuring firewalls. Checkpoint has their "OPSEC" standard for re-configuring firewalls to block the offending IP address. 

Chime 

Beep or play a .WAV file. For example, you might hear a recording "You are under attack"

SNMP Trap 

Send an SNMP Trap datagram to a management console like HP OpenView, Tivoli, Cabletron Spectrum, etc.

NT Event 

Send an event to the WinNT event log.

Syslog 

Send an event to the UNIX syslog event system.

Send e-mail 

Send e-mail to an administrator to notify of the attack. 

Page 

Page (using normal pagers) the system administrator.

Log the attack 

Save the attack information (timestamp, intruder IP address, victim IP address/port, protocol information).

Save evidence 

Save a tracefile of the raw packets for later analysis.

Launch program 

Launch a separate program to handle the event.
Terminate the TCP session 

Forge a TCP FIN packet to force a connection to terminate.

DEPLOYEMENT OF IDS IN THE NETWORK
Developing network-based IDS in the network

A wise decision should be taken while determining the place where the IDS are to be deployed.

If NIDS is placed outside the external firewall, it is possible to detect the reconnaissance port scans that typically indicate the start of hacker activity. However, not all scan will be followed by an actual attack, as the hacker may determine that the system currently have no weaknesses that they can exploit. This could lead to a large number of alerts that do not require your attention. One common yet dangerous effect of this is that the staff loses faith in the IDS, and start ignoring alerts.


 IDS are also placed in the DMZ, which consist of main server like web, mail servers. An advantage of this we can tailor the NIDS attack signature database to consider only those attacks that are applicable to the systems in the DMZ; as the firewall will have blocked all other traffic.          

 There will be unauthorized traffic targeted at the HR (human resource) systems. A NIDS located within the HR network would be able to monitor all the traffic to, from and within that network. Such a system would not have to be as powerful as, for example, a NIDS located outside your external firewall, as both the volume and type of traffic it needs to monitor are greatly reduced.    

1. Network hosts 

Even though network intrusion detection systems have traditionally been used as probes, they can also be placed on hosts (in non-promiscuous mode). Take for example a switched network where an employee is on the same switch as the CEO, who runs Win98. The windows machine is completely defenseless, and has no logging capabilities that could be fed to a traditional host-based intrusion detection system. The employee could run a network-based password cracker for months without fear of being caught. A NIDS installed like virus scanning software is the most effective way to detect such intrusions. 

2. Network perimeter 

IDS is most effective on the network perimeter, such as on both sides of the firewall, near the dial-up server, and on links to partner networks. These links tend to be low-bandwidth (T1 speeds) such that IDS can keep up with the traffic. 
3. WAN backbone 

Another high-value point is the corporate WAN backbone. A frequent problem is hacking from "outlying" areas to the main corporate network. Since WAN links tend to be low bandwidth, IDS systems can keep up. 

4. Server farms 

Serves are often placed on their own network, connected to switches. The problem these servers have, though, is that IDS systems cannot keep up with high-volume traffic. For extremely important servers, you may be able to install dedicate IDS systems that monitor just the individual server's link. Also, application servers tend to have lower traffic than file servers, so they are better targets for IDS systems.
5. LAN backbones 

IDS systems are impractical for LAN backbones, because of their high traffic requirements. Some vendors are incorporating IDS detection into switches. A full IDS system that must reassemble packets is unlikely to keep up. A scaled-down system that detects simpler attacks but can keep up is likely to be a better choice. 

PUTTING IT ALL TOGETHER
The diagram below shows a common configuration.


Network IDS 1 would monitor the traffic that has been permitted through the internet-connected firewall. It can thus look for rogue web and email messages. 
Network IDS 2 would monitor all traffic passing into and out of the internal network.

The third NIDS system would specifically monitor all traffic into and out of the Human Resources network.

DMZ containing main servers and other individual systems would be running host-based intrusion detection software like Network node IDS based on their risk profile.
LIMITATIONS OF NIDS
 Network intrusion detection systems are unreliable enough that they should be considered only as secondary systems designed to backup the primary security systems. 

Primary systems such as firewalls, encryption, and authentication are rock solid. Bugs or misconfiguration often lead to problems in these systems, but the underlying concepts are "provably" accurate. 

The underlying concepts behind NIDS are not absolutely accurate. Intrusion detection systems suffer from the two problems whereby normal traffic causes many false positives (cry wolf), and careful hackers can evade or disable the intrusion detection systems. Indeed, there are many proofs that show how network intrusion detection systems will never be accurate. 

This doesn't mean intrusion detection systems are invalid. Hacking is so pervasive on today's networks that people are regularly astounded when they first install such systems (both inside and outside the firewall). Good intrusion detection systems can dramatically improve the security of a site. It just needs to be remembered that intrusion detection systems are backup. The "proveably accurate" systems regularly fail (due to human error), and the "proveably incorrect" systems regularly work. 

1. Switched network (inherent limitation)

Switched networks (such as 100-mbps and gigabit Ethernet switches) pose dramatic problems to network intrusion detection systems. There is no easy place to "plug in" a sensor in order to see all the traffic. 

For example, somebody on the same switched fabric as the CEO has free reign to attack the CEO's machine all day long, such as with a password grinder targeting the File and Print sharing. 

Embed IDS within the switch

Some vendors (Cisco, ODS) are imbedding intrusion detection directly into switches. As far as I can tell, however, these IDS systems do not have the broad range of detection as traditional NIDS. 

Monitor/span port

Many switches have a "monitor port" for attaching network analyzers. A NIDS can easily be added to this port as well. An obvious problem is that the port runs at a much lower speed than the switch backplane, so the NIDS will not be able to see all the traffic on a heavily loaded switch. Moreover, such ports are often used by sniffers for network management purposes, and must often be swapped out occasionally. 

Tap into the cable (for inter-switch or switch-to-node)
A monitor can be connected directly to the cable in order to monitor the traffic. These may be cables between switches or cables from the switch to a host. Different techniques would be: 

(a) Inline taps 

Inline taps are devices that insert themselves directly into the stream of communication and make a copy of it. A typical example would be the Shomiti Century Tap which plugs into a 100-mbps full duplex line, and allows a computer equipped with 2 adapters to read both channels. 

(b) Vampire taps 

In the olden days, vampire taps were a mainstay of thick coax Ethernet, and were the preferred way of connecting end-nodes to the network. .
(c) Inductance taps 

Most taps can be detected with TDR (Time Domain Reflectometer) equipment. Inductance taps do change the cable in any way, but instead site on the outside and monitor the electromagnetic noise emitted by the cables. Only used by spies. 

The problem with tapping into the cable, especially those between switches, is that they generate huge amounts of traffic. Most NIDS cannot handle very high loads before going "blind". 

Host-based sensors

From a conceptual point of view, the only way to defeat the resource limitations of switched networks is to distribute host-based intrusion detection. Several host-based agents, such as BlackICE and CyberCop Monitor, contain a network-based component that monitors only that host's traffic. Others do the traditional logfile and audit analysis. 

2. Resource limitations

Network intrusion detection systems sit at centralized locations on the network. They must be able to keep up with, analyze, and store information generated by potentially thousands of machines. It must emulate the combined entity of all the machines sending traffic through its segment. Obviously, it cannot do this fully, and must take short cuts. 

This section lists some typical resource issues. 

Network traffic loads

Current NIDS have trouble keeping up with fully loaded segments. The average website has a frame size of around 180-bytes, which translates to about 50,000 packets/second on a 100-mbps Ethernet. Most IDS units cannot keep up with this speed. Most customers have less than this, but it can still occasionally be a concern. 

When buying IDS, ask the vendor how many packets/second the system can handle. Many vendors will try to tell you how many bits/second, but per-packet is the real performance bottleneck. Virtually all vendors can handle 100-mbps traffic using 1500-byte packets; few can handle 100-mbps traffic using 60-byte packets. 

TCP connections

IDS must maintain connection state for a large number of TCP connections. This requires extensive amount of memory. The problem is exacerbated by evasion techniques, often requiring the IDS to maintain connection information even after the client/server has closed it. 

When buying IDS, ask the vendor how many simultaneous TCP connections it can handle. 

Other state information

TCP is the simplest example of state information that must be kept by the IDS in memory, but other examples include IP fragments, TCP scan information, and ARP tables. 

Long term state

A classic problem is "slow scans", where the attacker scans the system very slowly. The IDS is unable to store that much information over that long a time, so is unable to match the data together. 

3. Simple evasion

This section describes simple evasion tactics that fool basic intrusion detection systems. The next section will describe advanced measures. 

Fragmentation

Fragmentation is the ability to break up a single IP packet into multiple smaller packets. The receiving TCP/IP stack then reassembles the data back again before forwarding the data back up to the application. Most intrusion detection systems do not have the ability to reassemble IP packets. Therefore, there exist simple tools (like fragrouter) that can auto-fragment attacks in order to evade IDS. 

Note that fragmenting the IP packets in the middle of the TCP header has long been used to evade firewall port filtering. 

Some industrial grade NIDS can reassemble traffic. Also, some firewalls can "normalize" traffic by forcing reassembly before passing the traffic through to the other end. 

Avoiding defaults

People often use firewalls as easy NIDS, where they make assumptions that the destination port uniquely identifies the protocol. A hacker who successfully installs a backdoor can run standard protocols on non-default ports. For example, a hacker may send a user a Back Orifice infected program, but change the port from the default of 31337. Most intrusion detection systems will no longer identify the traffic correctly (though a few do). 

Slow scans

Because of the volume of traffic on the wire, NIDS have difficulty maintaining long-term traffic logs. It is therefore difficult to detect "slow scans" (ping sweeps or port-scans) where intruders scan one port/address every hour. 

Coordinated, low-bandwidth attacks

Sometimes hackers get together and run a slow scan from multiple IP addresses. This makes it difficult for an intrusion detection system to correlate the information. 

Address spoofing/proxying

One goal of intrusion detection is to point fingers at who is attacking you. This can be difficult for a number of reasons. In 'Smurf' attack, for example, you receive thousands of replies from a packet that you never sent. The NIDS and detect those replies, but cannot discover who sent the forged packet. In TCP Sequence Number Prediction, forged IP addresses are used so that the NIDS does not know precisely where the intruder is coming from. Finally, most intruders will 'bounce' their attacks via FTP or Web proxies, or stage their attacks from other sites they have broken into. Thus, it will be very difficult to find out who is attacking your site, and configuring IP address filters in your firewall won't help. 

Pattern change evasion

Many simple network intrusion detection systems rely upon "pattern matching". Attack scripts have well know patterns, so simply compiling a database of the output of known attack scripts provides pretty good detection, but can easily be evaded by simply changing the script. 

For example, some POP3 servers are vulnerable to a buffer overflow when a long password is entered. There exist several popular attack scripts for this vulnerability. One intrusion detection system might contain 10 patterns to match match the 10 most common scripts, while another intrusion detection system looks at the password field and alarms when more than 100 bytes have been entered. The first system is easy to evade simply by changing the attack script, while the second system catches any attack on this point. 

The typical example is simple changes to the URL. Even though the exact pattern has changed, the meaning hasn't been altered. A NIDS looking for the original URL on the wire won't detect this alerted one unless it has anti-evasion countermeasures.

Complex evasion

Talented hackers can direct their attacks at their victims in ways to bypass intrusion detection systems.  

For example, an intruder might send a TCP FYN packet that the NIDS sees, but which the victim host never sees. This causes the NIDS to believe the connection is closed, but when in fact it isn't. Since TCP connections do not send "keep-alives", the intruder could wait hours or days after this "close" before continuing the attack. In practice, most interesting services do kill the connection after a certain time with no activity, but the intruder still can cause a wait of several minutes before continuing. 

The first such attack is to find a way to pass packets as far as the NIDS, but cause a later router to drop packets. This depends upon the router configuration, but typical examples include low TTL fields, fragmentation, source routing, and other IP options. If there is a slow link past the NIDS, then the hacker can flood the link with high priority IP packets, and send the TCP FIN as a low priority packet -- the router's queuing mechanism will likely drop the packet. 

Another approach is to consider what the host will or will not accept. For example, different TCP stacks behave differently to slightly invalid input (which programs like 'nmap' and 'queso' use to fingerprint operating systems). Typical ways of causing different traffic to be accepted/rejected is to send TCP options, cause timeouts to occur for IP fragments or TCP segments, overlap fragments/segments, send slight wrong values in TCP flags or sequence numbers. 

The Ptacek/Newsham paper concentrated on IP fragmentation and TCP segmentation problems in order to highlight bugs in IDSs. For example, they noted that if overlapping fragments are sent with different data, some systems prefer the data from the first fragment (WinNT, Solaris), whereas others keep the data from the last fragment (Linux, BSD). The NIDS has no way of knowing which the end-node will accept, and may guess wrong. 

Their TCP connection analysis was even more in depth, discussing ways of "de-synchronizing" TCP connections, which are much more fragile than one would think. Again, the IDS cannot correctly model all possible TCP/IP stack behavior and figure out what the end-node will accept as data. TCP also has the overlap problems that IP fragmentation has. For example, intrusion detection systems might accept the first segment and ignore later segments, but most hosts accept the later segments. 

CONCLUSION
Intrusion detection is needed in today’s computing environment because it is impossible to keep pace with the current ant potential threats and vulnerabilities in our computing systems. The environment is constantly evolving and changing fueled by new technology and the internet. To make matters worse, threats and vulnerabilities in this environment are also constantly evolving. So security is not a patch, which we can implement and forget about. It is a constantly changing concept that if not cared for will lead to disastrous results. So keep the network security systems updated with new events.
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