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1. Introduction 

1.1 IP routing 

When you make an international call, you dial the country code, the area code, the local telephone number and perhaps also the extension to get your call through all the way from your phone to your friend's desktop. There is a hierarchy in the numbering system, which gives one obvious advantage: every telephone exchange knows to which direction your call should be forwarded, but doesn't have to care which way the call will be forwarded from the next exchange. No matter where you are calling from. 

This is roughly what happens in IP networks as well. The procedure of forwarding an IP packet is called routing. The routers have the knowledge to which direction the packet should be forwarded, although they may not know the exact location where the packet is going to. The routing tables typically maintain only the next-hop information for each destination IP address. 

The same kind of structure as in the telephone numbers exists in IP addresses. IP addresses are divided into a host and network part: if compared to telephone numbers the host address is about the same as the extension in the phone number while the networks address resembles the beginning of the phone number. In other words, the network number is derived from the IP address by masking off some of the low-order bits. 

Internet is a collection of small autonomous networks. By default, the destination network is derived from the network part of the IP address. It means that the network part de facto tells the location. When mobility is concerned, there is no fixed location - the network address seems to be in contradiction to mobility. 

If a host moves from one network to another - migrates - either the host should change its address to fit the new network or the routing mechanisms should be able to forward the messages into a network where the recipients address is an alien. The internet routing scheme was originally created at a time when the mobility of hosts was not considered to be an issue, thus all routing mechanisms are more or less static and can not handle misrouting of individual addresses.
1.2 Portable IP and mobile IP 

Let's think about a service man, who carries his laptop - the host - into another office and plugs it into the local network there. His address will be different from what it usually is in his home network. This is a degree of freedom we could call portable. To distinguish true mobile IP from portable there is one condition which has to be met: 

1) Operational transparency, which means that a user does not have to perform any special actions, no configuration changes, no rebooting, nothing. The migration takes place in background while the computer is on. Operational transparency requires some sort of automatic migration detection and protocols to handle the actual migration. 

By itself the operational transparency could be fairly straightforward to achieve. But taking into account that migration may happen at any time, even in the middle of data transfer, the host probably bouncing back and forth form one network to another, there is another obvious condition, which has to be taken into account: 

2) Performance transparency. This means that the quality of the service should not degrade and furthermore, the network resources should be used efficiently. 
These two requirements are pushing us to create more advanced arrangements. Now things are getting more complicated and while it does so, we have to pay special attention to other aspects as well: 

3) Backward compatibility. From the service point of view there should not be any difference, whether the host is in mobile or in stationary network. It seems to be a must that the IP address should be kept constant during migration. Otherwise it would be inevitable to make changes to higher layers and lose some of the compatibility. 

4) Infrastructure requirements should be minimized. The existing internet infrastructure should be utilized when creating mobile networks, which cover large areas. We should not create any parallel networks. The old network can not be discarded for the sake of mobility. 

5) Some alternatives may require more additional IP addresses than the others. These days it is a preferable property to cope with as small additional address space as possible. 

6) Last but not least we should keep in mind the security issue. 
 

1.3 Early attempts 

In the IP addressing there is a logical mismatch for mobility: for compatibility the IP address should be kept constant. In the IP world the network part of an address contains location information. If the host is mobile, the location is not fixed. Thus the address can not be fixed, but it has to be fixed to be compatible with the old network. 

This means that the actual location of the mobile host should be a separate piece of information somewhere else, not in the address. Wherever this location information is created or needed, it should be propagated through the internet network as required. 

There has been four early attempts to solve the mobility problem. The major difference between these proposals is the way how this location information is defined and propagated. 

Sony MHP 
Sony Mobile Host Protocol, every host has an unique identifier. Every host has a home gateway, which should always know where the host is. When a Sony host connects to a new location it acquires a new address from the local address server. The mapping between the identifier and this address is then sent to the home gateway. 

All the IP packets in this solution carry additional information, for example the identifier and some time stamps. This information is carried in a new IP option. Every Sony router in the system reads the mapping between and the address from the packets passing through. The routers have a small caching database which keeps on tracking which identifier has which address. If the packet has different address than what the router has in the cache, the router compares the time stamps. If the packet has a more recent time stamp, the router changes the hosts IP address on the fly. If the cache database has an older time stamp, then the cache is updated. After a small time out period of no traffic the entry is deleted from the cache. In the case no router in the path knows what the location is, the packet is routed to the home gateway, which then changes the IP address and forwards the packet to the correct location. 

The problem with Sony MHP is that it relies on a high percentage of routers being Sony routers. Also it relies on all links being error free. As an compatibility point of view the IP option is likely to be dropped somewhere in the net by a non Sony compatible router or host. It does not support IP multicast, either. Furthermore the Sony MHP consumes a large number of IP addresses because every local address server must have as large address space reserved as the maximum number of hosts connected to it is. 

Columbia  MHP       
Columbia Mobile Host Protocol is based on encapsulating an IP packet going to the host into another IP packet. This method is called IP tunneling. The outer packet has the address of the local network where the host is, while the inner packet is the actual packet to be delivered. Thus there is no need to change the host address during migration. In IP tunneling an outer IP header is inserted before the datagram's existing IP header, as in Figure 1.1. This is often referred as IP encapsulation. 
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                                                                                    Figure 1.1 IP encapsulation  

The mobile subnet routers form one virtual mobile subnet. When a host migrates the closest mobile subnet router gets aware of the presence of the host. This router informs all other mobile subnet routers belonging to the same virtual subnet the new location of the host. Whenever these routers get an IP packet going to the host, they encapsulate the packet and send it to the router, which has registered the host. 

Columbia MHP is applicable for small networks and small number of mobile subnet routers and thus limits the mobility. Columbia overcomes this limitation by presenting a popup mode: In this mode there are several virtual networks which transfer data of mobile hosts roaming in a foreign network. All packets are originally addressed to the home network from where they are forwarded to the foreign network by using the same tunneling method. This makes the routing less optimal and is a drawback. 

Other drawbacks in Columbia MHP are the extra payload which comes from the routers advertising the migration of hosts and large address base needed in popup operation - every subnet must have a worst case number of addresses permanently reserved. In addition, there is no support for IP multicast. 

IBM I MHP                                                                                                                                   
IBM's first Mobile Host Protocol combines some of the ideas presented in Sony and Columbia approaches. It resembles Columbia MHP in the respect that the closest router - base station - registers the host the same way. The routing mechanism including the concept of home gateway resembles Sony MHP. The home gateway is renamed as home mobile router. 
Instead of creating a new IP option IBM I is using existing loose source routing (LSSR) to propagate the mapping between location and the information through the network. By using LSSR, the existing hosts can take part in IBM I MHP without modification. LSSR is inserted be the base station and if defines the reverse route. If the host migrates and there are still packets addressed to the old base station, the base station sends the packet to the home mobile router, which in turn forwards it to the present base station. This means that only those packets which are on their way when migrating have to be redirected. 

The problem with LSSR is that it has not usually been properly implemented. This means that most of the packets would be sent via the home mobile router. UDP/IP packets are always passing through the home mobile router. The LSSR should be modified and widely implemented before the IBM I MHP could be taken into use widely. In addition, the system relies heavily on the reliability of the base stations. Fail safe arrangements are difficult to implement. IP multicast does not work, either. 

IBM II MHP                                                                                                                         
IBM's second Mobile Host Protocol specifies merely the architecture of a mobile IP system. It has some fundamental ideas similar to IBM I, but it is using IP tunneling instead of implementing LSSR. 

All the packets directed to the mobile host are encapsulated and sent directly to the closest base station in the case the sender is able to detect that the base station understands IBM II encapsulation. Otherwise the packets are sent to the home mobile router which does the encapsulation and redirecting. 

IBM II MHP could be a long term solution, requiring significant numbers of existing hosts all over the network understanding the IBM II encapsulation procedure. Meanwhile all packets would be routed less optimally. And just like the other approaches, IBM II MHP does not support IP multicast. 

2. Proposed standard 

2.1 Mobile IP Characteristics  

 
The general characteristics include the following,

Transparency: Mobility is transparent to applications and transport layer protocols as well as to routers not involved in the change. In particular, as long as they remain idle, all open TCP connections survive a change in network and are ready for further use. 

Interoperability with IPv4: A host using mobile IP can interoperate with stationary hosts that run conventional IPv4 software as well as with other mobile hosts. Further more, no special addressing is required – the addresses assigned to mobile hosts do not differ from addresses assigned to fixed hosts.                           

Scalability: The solution scales to large internets. In particular , it permits mobility across the global Internet.

Security: Mobile IP provides security facilities that can be used to ensure all messages are authenticated.

Macro Mobility:  Rather than attempting to handle rapid network transitions such as one encounters in a wireless cellular system, mobile IP focuses on the problem of long-duration moves.

2.2 Overview  

In principle the proposed mobile IP standard, IMHP, Internet Mobile Host Protocol, represents many of the ideas done in the past. As a major difference to the ideas presented above IMHP has more effective procedure to update location caches: it updates only those caches and entries which are detected to be incorrect. 

In IMHP every mobile host has two addresses: the fixed home address and a care-of address. The home address is static and identifies the connection. The home address points to the home network, where every host has a home agent. The home agent has the same function as the mobile home router in IBM I and home gateway in Sony MHP - it is the destination where the packets go if a host is not known or the rest of the system does not understand the mobile protocol. Just as in Sony and IBM solutions, the home agent has a most up-to-date database which is able to tell where the host actually is, what is the care-of address of the mobile host. 

This care-of address can be the address of a foreign agent, which has the same function as the base station in IBM I and mobile subnet router in Columbia MHP’s. The foreign agent is the router which is closest to the host. This is also referred as the point of attachment. The care-of address may also be an unique local address (co-located care-of address), which makes it possible to process  the necessary functions inside the mobile host, without any foreign agent. This is especially useful in networks, which have not deployed a foreign agent. For clarity this presentation assumes that a foreign agent is available. Technically the care-of address is just the end point of a tunnel described below. 

When a mobile host migrates, the care-of address changes while the home address remains static. All the traffic to the roaming mobile host comes to the care-of address as encapsulated IP packets: IMHP is taking advance of IP tunneling. In Figure 2.1 the correspondent host is any host in the net, with which the mobile host exchanges information. In this case the correspondent host is not aware of the exact location of the mobile host and the packets are sent via the home agent.
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                              Figure 2.1 Mobile IP routing.
In a basic mobile IP operation, packets sent by the correspondent host to the mobile host are always sent to the mobile host’s home network first, and the forwarded by the home agent to the mobile host’s current care-of address. Packets originating from the mobile host are sent directly to the correspondent host, thus forming a triangular route. These packets use the mobile host’s home address as their source address to preserve their home identity. The packets forwarded by the home agent to the care-of address are encapsulated in another IP packet. If a mobile host is on its home network, is may operate as though it had a fixed connection without any mobile IP specialties. 
2.3 Minimal encapsulation in IMHP tunneling 

The proposed standard suggests that a normal IP in IP tunneling should be supported. In addition to that, a minimal encapsulation defined in may also be used. Minimal encapsulation is an encapsulation method that is very efficient in terms of overhead: adds only 8 or 12 bytes to each packet sent to a mobile host. In the encapsulation process the header is rewritten. The outer packet has a standard IP header, while the encapsulated packet has a dedicated but small header. This is why it is said that the tunneling header is inserted immediately after the original header of Figure 2.2. 
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                                       Figure 2.2 Minimal encapsulation
The Minimal Forwarding Header consists of blocks four bytes each. 

The home address of the mobile host (Destination address) and Protocol number in the IP header are moved from the original header into the forwarding header. This piece of information with Protocol, a ‘S’ bit and Checksum occupies two first blocks of the forwarding header. If the encapsulation is not done in the correspondent host, the Original Source Address is also moved into the forwarding header, which gives the forwarding header a third block. Thus the length of the forwarding header is either 8 or 12 bytes, depending on who does the encapsulation. The structure of the minimal forwarding header is shown in Figure 2.3 illustrated below. The ‘S’ bit tells the receiver whether the third byte is present or not, depending on ‘1’ or ‘0’.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 |   Protocol    |S|  reserved   |        Header Checksum        | 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 |                 Original Destination Address                  | 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 :            (if present) Original Source Address               : 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
                Figure 2.3 Minimal forwarding header 

After creating the forwarding header the original (outer) header is changed in a way that the Protocol number will indicate the encapsulation method. The Destination Address will be set to the address of mobile host’s attachment point, the care-of address, because that’s where the packet will be sent. The Source Address is set to the IP address of the unit doing the encapsulation. This is done - as we will see - to give the rest of the system an idea of who did the encapsulation in the case that the care-of address is incorrect or obsolete. 

Finally Checksum and Length fields are adjusted to reflect the changes. 

2.4 The location information 

The home agent maintains a list known as a home list, which identifies those mobile hosts it is configured to serve, along with the current location of each of these mobile hosts. This location is the address of the foreign agent, which has the connection to the mobile host. 

Each foreign agent maintains a list known as a visitor list, which identifies those mobile hosts that are currently registered with it. An entry in this list is the mobile host’s home address and mobile host’s current location. This combination is known as a binding. The binding between a mobile host and a foreign agent is tagged by a logical timestamp, which is generated by the mobile host by incrementing its previous timestamp value each time it attempt to register with a foreign agent. The timestamp is always included with any binding stored or passed through the network. 

Mobility agents (for example home agents and foreign agents) advertise their presence via Agent Advertisement messages. When a mobile host receives an Agent Advertisement it determines whether it is on its home network or a foreign network. This provides also the automatic migration detection and gives the mobile host an indication to initiate a registration process during which the host sends a registration request to the home agent and a deregistration to the possible previous foreign agent.

The location information, wherever it is, may be updated by special packets defined in the IMHP management protocol. According to this management protocol any node in the network may send a Binding Notify packet to a node, which is detected to have an obsolete or incorrect binding for a mobile host. If the node keeps track on the bindings, is able to encapsulate a packet for mobile IP  and is neither a home agent nor a foreign agent, it is called as a cache agent. The list of bindings it has is known as a location cache. A typical cache agent could be not only an IMHP compatible router, which is able to do the encapsulation, but also a IMHP compatible correspondent host, which encapsulates the packet right away. 

Whenever a cache agent discovers that it has the destination address in its cache, it encapsulates the packet. From now on the packet is technically a normal IP packet redirected to go directly to the care-of address. According to the IMHP management protocol, any node in the network may ask the home agent about the current location of a mobile-host. 
2.5 Updating the location information  
In contrary to the earlier approaches described, IMHP does not flood the bindings throughout the network. Instead it is pinpointing the new binding to only those nodes that have done a false encapsulation or are otherwise likely to have an incorrect binding for a mobile host. As mentioned earlier, the address of the encapsulating node was inserted to the tunneling header to support this function. 

Every time a Binding Notify is received, the time stamps are compared to judge, which one of the care-of addresses is correct and which one is obsolete. If there is an older time stamp in the cache, the entry is corrected, if a more recent one was found form the cache, a Binding Notify is sent back. 

Usually all the binding updates are done by other nodes. There are two exceptions (Figure 2.4) 
1) When roaming, the mobile host always notifies its home agent by itself 
2) When roaming, the mobile host attempts to notify its previous foreign agents by itself 
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                 Figure 2.4 A roaming mobile host  

When a packet gets to the home agent from the network, the home agent does the encapsulation and sends it to the foreign agent. But, in addition to that, the home agent also sends a Binding Notify to the sender of the packet. When this Binding Notify passes through any cache agent, it will update its location cache. Next time when a packet is going the same way, the first cache agent in the route is able to do the encapsulation and the route becomes optimal. 
When a mobile host has migrated and an encapsulated packet is mis-routed to the previous foreign agent, this agent makes a new encapsulation to the correct address and sends a Binding Notify to the sender. If this old agent has already forgotten the correct address, the packet is encapsulated again and sent to the home agent. The home agent then sends a Binding Notify to the old foreign agent, which in turn is able to send a proper Binding Notify when the next incorrect packet with the same home address comes in. 

The location caches have typically a time-out value for every binding. When it has expired, the binding is deleted. 

2.6 Foreign Agent Discovery

Known as agent discovery, the process of finding a foreign agent uses the ICMP router discovery mechanism. The router discovery requires each router to periodically send an ICMP router advertisement message, and allows a host to send an ICMP router advertisement message, and allows a host to send an ICMP router solicitation to prompt for an advertisement. Agent discovery piggybacks additional information on router discovery messages to allow a foreign agent to advertise its presence or a mobile to solicit an advertisement. The additional information appended to each message is known as a mobility agent extension. Mobility extensions do not use a separate ICMP message type. Instead, a mobile host deduces that the extension is present when the datagram length specified in the IP header is greater than the length of the ICMP router discovery message. Figure given below shows the extension format.
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Each message begins with a 1-octet TYPE field followed by a 1-octet LENGTH field. The LENGTH field specifies the size of the extension message in octets, excluding the TYPE and LENGTH octets. The LIFETIME field specifies the maximum amount of time in seconds that the agent is willing to accept registration requests, with all 1 s indicating infinity. Field SEQUENCE NUM specifies a sequence number for the message to allow a recipient to determine when a message is lost.
2.7 Agent Registration

Before it can receive datagrams at a foreign location, a mobile host must register. The registration procedure allows a host to:

· Register with an agent on the foreign network.
· Register directly with its home agent to request forwarding.
· Renew a registration that is due to expire.
· Deregister after returning home.
If it obtains a co-located address, a mobile performs all necessary registration directly; the mobile can use the address to communicate with its home agent and register. If it obtains a care-of address from a foreign agent, however, a mobile must send registration requests to the foreign agent, which then contacts the mobile’s home agent on its behalf. Similarly, the foreign agent must forward messages it receives that are destinated for the mobile host.

2.8 Registration Message Format

All registration are sent via UDP. Agents listen to well-known port 434; requests may be sent form an arbitrary source port to destination port 434. An agent reverses the source and destination points, so a reply is sent from source port 434 to the port the requests used.
A registration message begins with a set of fixed-size fields followed by variable length extension. Each request is required to contain a mobile-home authentication extension that allows the home agent to verify the mobile’s identity. Figure below illustrates the message format.
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The TYPE field specifies whether the message is a registration request(1) or a reply(3). The LIFETIME field specifies the number of seconds the registration is valid. The HOME ADDRESS, HOME AGENT, and CARE OF ADDRESS fields specify the two IP addresses of the mobile and the address of its home agent, and the IDENTIFIACTION field contains a 64-bit number generated by the mobile that is used to match requests with incoming replies and to prevent the mobile form accepting old messages. Bits of FLAGS field are used to specify forwarding details.
2.9 Mobility support in IPv6 

How will Mobile IP change when IP version 6 is adopted? IPv6 includes many features for streamlining mobility support that are missing in IP version 4 (current version), including Stateless Address Auto configuration and Neighbor Discovery. IPv6 also attempts to drastically simplify the process of renumbering, which could be critical to the future routability of the Internet. Because the number of mobile computers accessing the Internet will likely increase, efficient support for mobility will make a decisive difference in the Internet's future performance. This, along with the growing importance of the Internet and the Web, indicates the need to pay attention to supporting mobility. 

Mobility Support in IPv6, as proposed by the Mobile IP working group, follows the design for Mobile IPv4. It retains the ideas of a home network, home agent, and the use of encapsulation to deliver packets from the home network to the mobile node's current point of attachment. While discovery of a care-of address is still required, a mobile node can configure its a care-of address by using Stateless Address Auto configuration and Neighbor Discovery. Thus, foreign agents are not required to support mobility in IPv6. IPv6-within-IPv6 tunneling is also already specified. 

2.10 Packet transmission examples
Figure 2.5 illustrates the basic operation when a mobile host (MH1) within range of a foreign agent FA1, having a home agent HA1, wants to communicate with another mobile host (MH2) within range of a foreign agent FA2, having a home agent HA2. The following operations are shown in Figure 2.5:

1. MH1 and MH2 both register with their foreign agents and notify their home agents of their new bindings. 
2. Suppose that MH1 wants to send a packet to MH2 and MH1 does not know the care-of address of MH2. MH1 transmits the packet relying on existing routing protocols, through FA1. The packet is received by MH2’s home agent, HA2, which tunnels the packet to MH2’s foreign agent FA2. When FA2 receives the tunneled packet, it decapsulates it and delivers it locally.                                                   
3.When HA2 receives and the tunnels the packet, it also sends to the source (here, MH1) an IMHP Binding Notify packet containing MH2’s binding, as MH1 seems not to have a binding cached for MH2. 
4. MH1 can transmit future packets for MH2 by tunneling them directly to MH2’s current foreign agent, FA2. A close to optimum route is thus established.
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Figure 2.5 Mobile host to mobile host communication
 

Figure 2.6 describes the same situation which was the case at the end  of the previous example. It describes what happens when MH2 migrates to a new location. The following operations are shown in Figure 2.6: 
1. MH2 detects that it is connected to a new network. It registers with a new foreign agent, FA3, and notifies MH2’s home agent (HA2). 
2. MH2’s previous foreign agent, FA2, is also notified of MH2’s new binding. 
3. Suppose that MH1 wants to send a packet to where it believes MH2 to be located (FA2). FA2 forwards the packet to FA3. FA3 decapsulates the packet and delivers it locally to MH2.  
4. FA2 recognizes that MH1 must have an old binding for MH2, since otherwise MH1 would not have tunneled the packet to FA2. FA2 thus sends MH1 a Binding Notify packet notifying it of MH2’s new binding at FA3.   
5. Future packets to MH2 are tunneled directly to FA3. 
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                      Figure 2.6 Mobile host movement
 

It should be noted that all the binding notifies may need to be authenticated for security reasons, as described in the following chapter. 

3. Problems Facing Mobile IP 

The most pressing outstanding problem facing Mobile IP is that of security, but other technical as well as practical obstacles to deployment exist. Work is also continuing to refine and extend the protocol within the academic and commercial communities and within the IETF. This section surveys the state of implementation of Mobile IP and speculates on a possible timetable for deployment.
Two crossing problem : Mobile IP introduces a routing inefficiency known as 2 X problem, that occurs when a mobile host visits a foreign network far from its home and then communicates with a computer near the foreign site. Each datagram sent to the mobile travels across the internet to the mobile’s home agent which then forwards the datagram back to the foreign site. Eliminating the problem requires propagating the host specific routers; the problem remains for any destination that does not receive the host specific route.
Routing inefficiencies : The base Mobile IP specification has the effect of introducing a tunnel into the routing path followed by packets sent by the correspondent node to the mobile node. Packets from the mobile node, on the other hand, can go directly to the correspondent node with no tunneling required. This asymmetry is captured by the term triangle routing, where a single leg of the triangle goes from the mobile node to the correspondent node, and the home agent forms the third vertex controlling the path taken by data from the correspondent node to the mobile node. Triangle routing is alleviated by use of techniques in the route optimization draft, but doing so requires changes in the correspondent nodes that will take a long time to deploy for IPv4. It is hoped that triangle routing will not be a factor for IPv6 mobility. 

Security issues : A great deal of attention is being focused on making Mobile IP coexist with the security features coming into use within the Internet. Firewalls, in particular, cause difficulty for Mobile IP because they block all classes of incoming packets that do not meet specified criteria. Enterprise firewalls are typically configured to block packets from entering via the Internet that appear to emanate from internal computers. Although this permits management of internal Internet nodes without great attention to security, it presents difficulties for mobile nodes wishing to communicate with other nodes within their home enterprise networks. Such communications, originating from the mobile node, carry the mobile node's home address, and would thus be blocked by the firewall. 

Ingress filtering : Complications are also presented by ingress filtering operations. Many border routers discard packets coming from within the enterprise if the packets do not contain a source IP address configured for one of the enterprise's internal networks. Because mobile nodes would otherwise use their home address as the source IP address of the packets they transmit, this presents difficulty. Solutions to this problem in Mobile IPv4 typically involve tunneling outgoing packets from the care-of address, but then the difficulty is how to find a suitable target for the tunneled packet from the mobile node. The only universally agreed on possibility is the home agent, but that target introduces yet another serious routing anomaly for communications between the mobile node and the rest of the Internet. Montenegro has proposed the use of reverse tunnels to the home agent to counter the restriction imposed by ingress filtering. Mobile IPv6 also offers a solution in the home address destination option. 
User perceptions of reliability :  The design of Mobile IP is founded on the premise that connections based on TCP should survive cell changes. However, opinion is not unanimous on the need for this feature. Many people believe that computer communications to laptop computers are sufficiently bursty that there is no need to increase the reliability of the connections supporting the communications. The analogy is made to fetching Web pages by selecting the appropriate URLs. If a transfer fails, people are used to trying again. This is tantamount to making the user responsible for the retransmission protocol and depends for its acceptability on a widespread perception that computers and the Internet cannot be trusted to do things right the first time. Naturally, such assumptions are strongly distasteful to many Internet protocol engineers, myself included. Nevertheless, the fact that products exhibiting this model are currently economically viable cannot be denied. Hopefully in the near future better engineering will counter this perception and increase the demand for Internet reliability. 

Issues in IP addressing :  Mobile IP creates the perception that the mobile node is always attached to its home network. This forms the basis for the reachability of the mobile node at an IP address that can be conventionally associated with its fully qualified domain name (FQDN). If the FQDN is associated with one or more other IP addresses, perhaps dynamically, then those alternative IP addresses may deserve equal standing with the mobile node's home address. Moreover, it is possible that such an alternative IP address would offer a shorter routing path if, for instance, the address were apparently located on a physical link nearer to the mobile node's care-of address, or if the alternative address were the care-of address itself. Finally, many communications are short-lived and depend on neither the actual identity of the mobile node nor its FQDN, and thus do not take advantage of the simplicity afforded by use of the mobile node's home address. These issues surrounding the mobile node's selection of an appropriate long-term (or not-so-long-term) address for use in establishing connections are complex and are far from being resolved. 

Slow growth in the wireless LAN market : Mobile IP has been engineered as a solution for wireless LAN location management and communications, but the wireless LAN market has been slow to develop. It is difficult to make general statements about the reasons for this slow development, but with the recent ratification of the IEEE 802.11 MAC protocol, wireless LANs may become more popular. Moreover, the bandwidth for wireless devices has been constantly improving, so that radio and infrared devices on the market today offer multimegabyte-per-second data rates. Faster wireless access over standardized MAC layers could be a major catalyst for growth of this market. 

Competition from other protocols :  Mobile IP may well face competition from alternative tunneling protocols such as PPTP and L2TP. These other protocols, based on PPP, offer at least portability to mobile computers. Although I believe portable operation will ultimately not be a long-term solution, it may look quite attractive in the short term in the absence of full Mobile IP deployment. If these alternative methods are made widely available, it is unclear if the use of Mobile IP will be displaced or instead made more immediately desirable as people experience the convenience of mobile computing. In the future, it is also possible that Mobile IP could specify use of such alternative tunneling protocols to capitalize on their deployment on platforms that do not support IP-within-IP encapsulation. 


4. Technical issues 

4.1 Security considerations 

Mobile host is by nature more vulnerable as far as a information security is concerned. There is for example a risk that a malicious host tries to get an IP address which belongs to another host and thus get through firewalls etc. IMHP is designed to support a range of security models, ranging from no security to weak security to strong security. 

Security models 

If IMHP operates with no security, a malicious host may intercept a packet stream to a mobile host very simply by sending a false Binding Notify to re-route the  packets to another address. This risk is totally unacceptable in an open environment like the Internet. 

Under the strong security, IMHP authenticates any Binding Notify messages or other information they receive about a mobile host. Public and private keys and trusted servers are used, but as an drawback it slows down the operation. 

To gain a level of security available in the rest of the Internet, a weak security model can be utilized. In this model there are two main cases which have been protected against malicious attempts. First, the home agent must have confidence that the care-of address of a mobile host is correct. Second, other IMHP compatible nodes in the network need to authenticate bindings which are received in Binding Notify packets. 

When a host is migrating, it sends the home agent a Registration Request with password in the weak security model. The password gives the same degree of security as available in the stationary Internet. 

In the weak security model, when someone asks the home agent about a mobile host’s current binding, it sends also a random number. The home agent replies with the binding and the same random number. Afterwards this random number is no longer valid. By doing this no one can repeat the reply with incorrect data. 

When a mobile host migrates, the new foreign agent receives a random number from the host. When the host migrates again, it sends it a Binding Request with the same random number. 

Use of IPsec 

The aim of using Ipsec ESP protocol in the mobile IP is to protect the redirected packets against both passive and active attacks launched. It should also aid these packets to go through firewalls. The security models do not protect mobile IP traffic too well against deliberate attacks. 

By not going into details, the IPSec encryption would be used on mobile IP tunnels. Furthermore, these tunnels would be established by using an automatic key and a security association management protocol. 

However, the Mobile IPSec draft is over one year old and it has not received any RFC status. It is uncertain if this Internet-draft ever gets into the standardization process as it is. 
4.2 IP Multicast 

When a mobile host is on its home network it may act as if it had a fixed connection to the network. In this case mobile IP does not affect IP multicast at all. 

A mobile node can join a multicast group in one of two ways: Either it joins the group via a multicast router on the visited subnet or in the home network. 

If a mobile host is using the multicast router on the visited subnet and the host has a co-located care-of address (the end point of an IP tunnel is the host itself), it should use the care-of address as a source address when sending IGMP (Internet Group Management Protocol) messages. Otherwise it has no other identity in the visited network than the home address, and should use it, because the foreign agent is able to take care of it. 

If the host is using the multicast router on its home network and the host has once again a co-located care-of address, the home agent will tunnel the packets directly to the host. If the care-of address belongs to the foreign agent, a recursive tunneling is needed: The home agent has to encapsulate the multicast packet into an unicast datagram and send this unicast packet to the home address, back to itself! From this point on the data which used to be multicast data will be taken care of as if it would be a normal unicast packet. All this requires that the home agent is capable of taking care of multicast traffic. 

5. Conclusion 
The development of Mobile IP has been going on for over half a decade. By today, the proposals have came to a point where there are no widely known drawbacks. It is possible that the deployment pace of Mobile IP will track that of  IPv6 or that the requirements for supporting mobility in IPv6 nodes will give additional impetus to the deployment of both IPv6 and mobile networking. The increased user convenience and the reduced need for application awareness of mobility can be a major driving force for adoption. Since both IPv6 and Mobile IP have little direct effect on the operating systems of mobile computers outside of the network layer of the protocol stack, application designers should find this to be an acceptable programming environment. Of course, everything depends heavily on the willingness of platform and router vendors to implement Mobile IP and/or IPv6, but indications are strong that most major vendors already have implementations either finished or underway.
Mobile IP is at its best in a large network. Roaming in an area where the transceivers cover only a very small geographic area, the mobility can be achieved by a simpler manner.
A wide use of Mobile IP requires that a considerably high number of routers support it, otherwise the routing will be less optimal. Keeping in mind the benefits of compatibility, this can be considered as a minor - and temporary - inconvenience.
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ABSTRACT

When IP routing was originally defined, mobility of hosts was not considered to be an issue. Routing methods were built for static networks, where the hosts were unlikely to move from one subnet to another. Routing takes advantage of a “network number” contained in every IP address. Thus, the IP address encodes the computer’s physical location, and - by default - the location is fixed. 

Mobile IP defines protocols and procedures by which packets can be routed to a mobile node, regardless of its current point-of-attachment to the Internet, and without changing its IP address.

Packets destined to a mobile node are routed first to its home network - a network identified by the network prefix of the mobile node's (permanent) home address.  At the home network, the mobile node's home agent intercepts such packets and tunnels them to the mobile node's most recently reported care-of address.  At the endpoint of the tunnel, the inner packets are decapsulated and delivered to the mobile node. In the reverse direction, packets sourced by mobile nodes are routed to their destination using standard IP routing mechanisms. 
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